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Abstract— Broadcast authentication is a critical
security service in wireless sensor networks (WSNSs). However,
due to resource constrained of sensor nodes, providing an
authentication mechanism for broadcast message is difficult.
This paper deals with the forwarding scheme for wireless sensor
networks aimed at combining low computational complexity and
high performance in terms of energy efficiency with RSA
Cryptosystem. The proposed approach relies on a packet-
splitting algorithm based on the Chinese Remainder Theorem
(CRT) and is characterized by a simple modular division
between integers and a Kalman filter is used to reduce the noise
and find the shortest path to reach the receiving end. RSA uses
the Chinese Remainder Theorem to associate the authenticating
procedure of the authentication key and the Message
Authentication Code of broadcast messages together. The
reliability in the network and use it to allocate network resources
to minimize energy while the reliability of the network is
guaranteed. The Simulation is done through MATLAB which
provides the data authentication using RSA cryptosystem and
shows that the proposed algorithm outperforms traditional
approaches in terms of energy saving with practical issues such
as the effect of unreliable channels and topology changes,
reliability, simplicity and fair distribution of energy consumption
among all nodes in the network and finds the shortest path and
also reduces the noise in the receiver end.

Keywords— RSA Algorithm, Chinese Remainder Theorem
(CRT), Packet splitting, Energy Efficiency, Kalman filter.

l. INTRODUCTION

Wireless sensor networks (WSNSs) usually consist of a
large number of tiny sensor nodes and several base stations.
Broadcast authentication is an essential security service in
wireless sensor networks, because it is usually desirable for
base station to broadcast commands and data to sensor nodes.
The authenticity of such commands and data is critical for the
normal operation of sensor nodes. If convinced to accept forge
or modified commands or data, sensor nodes may perform
unnecessary or incorrect operation and can’t fulfill the
intended purposes of the network. Thus, in a hostile
environment, it is necessary to enable sensor nodes to
authenticate broadcast messages received from the base
station. However, due to the resource constraints on sensor
nodes, traditional broadcast authentication techniques such as
public key based digital signatures are not desirable.
Symmetric schemes and hash functions have lower
computational requirements and are more widely used in
sensor networks.

Moreover, usually the power supply unit is based on an
energy-limited battery; therefore solutions elaborated for these
networks should be aimed at minimizing the energy
consumption. For this purpose, several works have shown that
energy consumption is mainly due to data transmission, and
accordingly energy conservation schemes have been proposed
aimed at minimizing the energy consumption of the radio
interface. With the aim of reducing energy consumption while
taking the algorithmic complexity into account, we propose a
novel approach that splits the original messages into several
packets such that each node in the network will forward only
small subpackets. The splitting procedure is achieved applying
the Chinese Remainder Theorem (CRT) algorithm, which is
characterized by a simple modular division between integers.
The sink node, once all subpackets (called CRT components)
is received correctly, will recombine them, thus reconstructing
the original message. The splitting procedure is especially
helpful for those forwarding nodes that are more solicited than
others due to their position inside the network.

In this paper, we develop an efficient scheme for broadcast
authentication in wireless sensor networks, which allows
sensor nodes to authenticate broadcast messages from the base
station immediately. The main contribution of this paper uses
the Chinese Remainder Theorem in broadcast authentication
in wireless sensor networks. Although there are many
applications of the Chinese Remainder Theorem in
cryptography, best of our knowledge this work is the first
apply design theory to broadcast authentication in wireless
sensor networks. A comprehensive framework in which we
provide a thorough analytical model that allows us to derive
some accurate results regarding energy consumption and
reliability by using packet forwarding technique CRT and
Kalman filter for tracing the shortest path of nodes and to
precise the noise of each node.

Il. RSACRYPTOSYSTEM

RSA is an algorithm for public-key cryptography that is
based on the presumed difficulty of factoring large numbers,
the factoring problem. A user of RSA creates and then
publishes the product of two large prime numbers, along with
an auxiliary value, as their public key. The prime factors are
kept secret.
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A. Key Generation

RSA involves a public key and a private key. The public
key can be known to everyone and is used for encrypting
messages. Messages encrypted with the public key can only
be decrypted in a reasonable amount of time using the private
key. The keys for the RSA algorithm are generated the
following way:

1. Choose two distinct prime numbers p and g.

o For security purposes, the integers p and g
should be chosen at random, and should be
of similar bit-length. Prime integers can be
efficiently found using a primality test.

2. Compute n = pg.

o nisused as the modulus for both the public
and private keys. Its length, usually
expressed in bits, is the key length.

3. Compute ¢ (M) =0 (p) ¢ (@) = (p— 1) (g~ 1), where
¢ is Euler's totient function.

4. Choose an integer e such that 1 <e < ¢ (n) and gcd (e,
¢ (n)) =1, i.e., eand ¢ (n) are coprime.

o eisreleased as the public key exponent.

o e having a short bit-length and small
Hamming weight results in more efficient
encryption — most commonly 2'° + 1 =
65,537. However, much smaller value of e
(such as 3) have been shown to be less
secure in some settings. !

5. Determine d as d' = e (mod ¢ (n)), i.e., d is the
multiplicative inverse of e (modulo ¢ (n)).

o This is more clearly stated as solve for d
given de=1 (mod ¢ (n))

o This is often computed using the extended
Euclidean algorithm.

o diskept as the private key exponent.

By construction, d-e = 1 (mod ¢ (n)). The public key
consists of the modulus n and the public (or encryption)
exponent e. The private key consists of the modulus n and the
private (or decryption) exponent d, which must be kept secret.
P, g, and ¢ (n) must also be kept secret because they can be
used to calculate d.

I1l. CHINESE REMAINDER THEOREM

The Chinese remainder theorem is a result about
conruence’s in number theory and its generalizations in
abstract algebra. In its basic form, the Chinese remainder
theorem will determine a number n that when divided by some
given divisors leave given remainders.

Suppose ng, hy, ..., hg are positive integers which are
pairwise co-prime. Then, for any given sequence of integers
ai, a, ..., ak, there exists an integer x solving the following
system of simultaneous congruence’s.

=y (mod 7q)
xr = ae (mod 7))
x = ag  (mod 1)

Furthermore, all solutions' x of this system is congruent
modulo the product, N = nin,... ny

Hencez =y (mod ni)foralll =% =k ifand only if
=y (mod N)

Sometimes, the simultaneous congruences can be solved
even if the nj's are not pairwise coprime. A solution x exists if
and only if:

a; = a; (mod ged(ni,n;))  forall 2 and j.
All solutions' x are then congruent modulo the least
common multiple of the n;. We can construct a solution as
follows:
1. Letm=mim2- - -mn.
2. LetMy=m/my forallk=1,2,...,n.
3. Forallk=1,2,...,n,find integers y, such
Mkyk =1 (mod mk).
Since ged (M, my) = 1, we know that yy exists. The
extended Euclidean algorithm can be used to find yy.
4. The integer a;Myy; + a,Moy, + - - - + 3, My, isa
solution of the system.

The integer X = (a;Myy; +a,Myy, +- - - +3,Mpy,) mod m is

the unique solution with 0 < x <m.

IV.ENERGY EFFICIENCY

A sensor network is a static ad hoc network consisting of
hundreds of sensor nodes deployed on the fly for unattended
operation. Each sensor node is equipped with a sensing device,
a low computational capacity processor, a short-range wireless
transmitter-receiver and a limited battery-supplied energy.
Sensor nodes monitor some surrounding environmental
phenomenon, process the data obtained and forward this data
towards a base station located on the periphery of the sensor
network. Base station(s) collect the data from the sensor nodes
and transmit this data to some remote control station.

A. Energy Reduction Factor

Consider, the Shortest Path with Load Balancing (SP),
which is very similar to the probabilistic routing. A sensor
node having a packet to forward, randomly chooses a
neighbor node as next-hop so that the number of hops needed
to reach the sink is minimized. Load balancing (i.e., a random
choice of the next hop) allows to prolong the network lifetime
avoiding that some nodes can be overloaded.

An SP packet is composed of K words of w-bits each and
that the CRT based splitting procedure can be applied to each
word by considering that the same prime number is used for
all the words of the same packet. As already described in [1],
the expected energy reduction factor can be expressed by
considering the mean energy consumed by a node in the case
of the proposed CRT-based and the SP forwarding technique,
that is, Ecrr = NWcrr*e, and Esp = npw*e,, respectively,
where, n; and n, are the mean number of forwarded packets
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with the above forwarding schemes, wcgr is the mean number
of bits needed to represent the CRT components, and &y, is the
energy needed to transmit a bit. More precisely, the expected
energy reduction factor can be defined as follows:

ERF = Egp — Ecrr =1— NWerr 1)
Esp npw

It is worth noting that we are considering the average
value of the components, wcrt , because in the case of CRT, a
node transmits packets that can have components of different
length due to the fact that the packets may be generated by
different nodes. However, if a large number of packets are
considered, the expected total number of bits is
E‘_l Kuwy = n. Koot

In several papers about WSNSs, the network lifetime is
related to the time until the death of the first node [2]. In this
case, the maximum energy consumed by a node should be
also considered. Therefore, in this paper we also investigate
the energy reduction factor related to the maximum energies

ERFmax = ESPmax - ECRTmax =1- n(:maxWCRT
NpmaxW 2

ESPmax

V. RELIABILITY

Basically, the reliability of a WSN can be defined as the
probability PR that the sink is able to reconstruct the message.
In this section, we introduce an analytical framework which
allows to relate PR to the probability of erasure for a single
hop, pe. Moreover, we investigate the relation between PR
and a possible duty-cycle mismatch. These relationships allow
us to obtain the value of f (the number of admissible failures)
to achieve a target PR.

It is worth noting that the possibility to obtain different
trade-offs between energy saving and reliability by choosing
different values of f is one of the main advantages of using the
CRT as splitting technique, and that this is not possible with
other simple splitting techniques (e.g., simple chunk).
Furthermore, considering the limited energy and computation
capability of sensor nodes, the very low complexity of the
CRT allows it to be more suitable to achieve reliability in
WSN’s in comparison to other techniques (e.g.,FEC
techniques based on RS and LT codes) commonly used for
other types of wireless networks.

VI.RESULTS AND DISCUSSION

The authentication is provided for broadcasting the
messages through the sensor nodes for safer transmission by
tracing the shortest path between the transmitter and receiver.
While transmitting the messages through nodes, the energy
efficiency of overall node is given to the transmitting node for
faster transmission and the energy is saved by changing the
inactive nodes to sleep mode. The overheads and Topology
changes are analyzed and the simulated results are obtained as
follows:

A. RSA Cryptosystem

RSA is an algorithm for public-key cryptography, that is
based on the presumed difficulty of factoring large numbers,
the factoring problem (as discussed in section-11). The Key
has to be generated with the help of two prime numbers for
security purposes. The two prime numbers are represented as
p and g. This p and g values must be chosen randomly and
should be of similar bit-length. The p and q values are entered
as shown in fig-2.
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Fig-2 choosing the p and q value for key generation.

After choosing the p and q values, the results for the
following steps are obtained. The transmitter encrypts the data
with the public key and transmits the data as shown in Fig-3.
Step-1: Compute N=pg. N is the modulus for both the private
and public keys.

Step-2: Compute ¢ ()= ¢ (p) ¢ (4) =(p— 1) (@~ 1), where ¢
is Euler's totient function.
Step-3: Choose an integer e such that 1 < e < ¢ (n) and gcd (e,
¢ (n)) =1, i.e, eand ¢ (n) are coprime.

Where, e is an encrypted message.
Step-4: Determine d as d' = e (mod ¢ (n)), i.e., d is the
multiplicative inverse of e (modulo ¢ (n)).

4\ MATLAB 7.100 (R20102)
Fle Edt Debug Paralel Deskiop Window Help
DS 4 Bm9 o & 8| @ | CurentFolder: EVAnt\Menu\2nd Phase Coding
Shorteuts 4l cle 4\ clearall 4\ close all
|Command Window,
The value of (N) is: 256457
The public key (¢)is: 11
The value of (Phi) is: 235360
The private key (d)is: 208931

Enter the message: Improving Reliability and Energy Efficiency using CRT and Kalman Filter in Wireless Sensor Networks
ASCII Code of the entered Message:
Columns 1 through 12

73 109 112 114 111 118 105 110 103 32 82 101

Columns 13 through 24

Fig-3 Public Key and Private Key are obtained with p and q.
B. Input Data Transmission

After obtaining the public and private keys, the transmitter
will type a message to be transmitted. Depending upon the
length of the message to be transmitted, the input data are
plotted against Packet size and Transmission per bit, as shown
in Fig-4.
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The total size of the input data is segmented and
modulated with the QAM-64 modulation technique and the | EJrigures E@g
data are processed as shown in the Fig-5 & 6. e e =
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Fig-5 Segmented Data Process

The modulated input data are then splitted into sub-
packets with the CRT process and each splitted sub-packets
are transmitted through different nodes in a wireless network.
The error rate during the transmission of packets are plotted at
different nodes in Fig-7.
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Fig-7 CRT subpacket transmission through different nodes
The splitted sub-packets are retrieved at the receiving
end and the data has to be decrypted with the transmitter’s
private key. If the private key is not authenticated one, then
the data process will be stopped at the receiver side. So, the
receiver needs to provide the key to decrypt the data as shown
in Fig-8.

4. MATLAB 7.10.0 (R2010a)

File Edit Debug Parallel Desktop Window Help
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Enter the Value for decryption : 208931
Decrypted ASCII of Message:
Columns 1 through 12
73 109 112 114 111 118 105 110 103 32 82 101
Colummns 13 through 24
108 105 97 98 105 108 105 116 121 32 97 110
Colummns 25 through 36

100 32 69 110 101 114 103 121 32 69 102 102
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Fig-8 Obtaining Private key for decryption
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By entering the private key, the data are decrypted
and the error rate in receiving the packets is plotted at
different nodes as shown in Fig-9.
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Fig-9 Retrieving sub-packets through different nodes
C. Comparison Results

The flow of data in the normal transmission with the
throughput is shown in Fig-10. The position of each node is
far away through which the data are delayed and the energy
provided for each node is wasted.

By normal transmission, the node energies are wasted in
transmission. In order, to reduce the energy for transmission,
the shortest path between each node are to be traced with the
help of Kalman filter. The data sent through different nodes
after CRT and Kalman filter process is traced as shown in Fig-
11. In this, the nodes are placed nearby after the Kalman
filtering process, the path is made smoothened when
compared to the Fig-10
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Fig-10 Data sent with a throughput at different nodes.

Fig-11 Energy Efficient by tracing a shortest path

The accuracy of the proposed model comparing the
analytical results on reliability obtained through simulation as
shown in Fig-13.
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Fig-13 Comparison of Anaytical and Simulation model

In the proposed system, both the unicast and
multicast systems are combined together and the blocking
probability of the system is calculated by the service request
rate. The comparison of the proposed system is made with the
other systems ans shown in Fig-14.
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Fig-14 Comparison of different systems
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The position of nodes through which the data are passed
through is traced by using the interactive gaming concept as
shown in Fig-15. This concept is used to trace the movement
of each node in the wireless network.
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Fig-15 Node path traced using Interactive Gaming

After each process of transmitting data from one node to
another the existing node moves to a new location. The
movement of each node before and after is traced and shown
in Fig-16. The node location changes for every execution.
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Fig-16 Node movements traced using sencar

VIL. CONCLUSIONS

In this Paper, we proposed an efficient broadcast
authentication scheme for wireless sensor networks. We
analyzed the security of two provably secure RSA-CRT
algorithms and also proposed an energy efficient usage to
increase the lifetime of wireless sensor networks. Using a
rigorous approach to optimize energy utilization leads to
significant increase in network lifetime. The analysis shows

that the system has low overhead in computation,
communication and storage, immune to DoS attack.

Simulation results using MATLAB, have confirmed the
results obtained analytically and have shown that applying the
CRT-based technique significantly reduces the energy
consumed for each node.
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