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Abstract - Clustering is one of the essential techniques to prolong the network life span in wireless sensor networks (WSNs). It
comprises the clustering of mote into clusters and selecting cluster heads (CHs) for all the clusters. The main challenge in
WSNs is to choose the proper CH. However, separate clusters are usually chosen; overlaying clusters are significant for the
device to discover its importance in a certain process of device localization time-synchronization and inter-cluster routing.
Detection of the replicate node is a significant task in overlaying clusters. This article seeks to detect replicate nodes in
overlaying clusters depending on two techniques, adaptive weighted clustering (AWC) algorithm and hybrid bat algorithm
with differential equation (BA-DE). The first method utilizes RFID for distinctive identification of the device, and the
secondary process identifies to replicate through finding the location through Triangulation and RSSI (received signal
strength) technique. These techniques are executed, and effectiveness is contrasted with non-clustered and multicast methods:
Line selected multicast, Randomized multicast, K-coverage WSN, and FTVBT. The hybrid bat algorithm with differential
equation (BA-DE) shows lesser communication overhead and an improved rate of detection, lesser storage cost, energy

consumption, packet loss, and delay under diverse aspects because of its deterministic method.
Keywords - Clustering, Routing, Adaptive weighted clustering, Multicast, Differential equation.

unnecessary nodes in the system, so the attack measures are
not added to the single node model. The attacks in the system

1. Introduction
The WSN is considered the group of dispersed sensors

utilized to monitor and record the physical condition of the
environment and organize the collected information in a
centralized place or location for further use. The WSN have
utilized in numerous fields, including animal tracking,
environment, and surrounding monitoring, healthcare,
security purpose, temperature, pollution level, etc. Simon
Carbajo R (2017) et al. the peer-to-peer system are
sometimes utilized for the same kind of operation or
programs. Ez-zazi | et al. (2017) in the case of cluster system
where the communication of the nodes takes place with the
clusters or with the head of the clusters. Krishnan
Muthumayil et al. (2021) the selection of cluster head in the
cluster system is done through an election algorithm where
the nodes are allowed to become the head of the cluster to
avoid the one person controlling the system. The concluding
process is done through an efficient system like a laptop. The
openness in the system may provide a chance for attackers to
attack the system or network. The need for cost in utilizing

OOE)

are categorized as Application Dependent and Independent
attacks. The replication attack in the system may be termed
an application-independent attack in Wireless Sensor
Network. Parno B et al. (2005) in the replication attack
where more than one node can be included or not included in
the network, the nodes added to the system will be given
with id's similar to that of the other nodes in the network.
The replication attack is otherwise termed a Clone attack.
Alsaedi N et al. (2017) the Sybil attack is the same as that of
the replication attack in the network. Ramesh K et al. (2011)
in the case of Dosl attack where the nodes get multi-ids and
then it tries to launch the attack to the network system. The
replication attack is detected using detection IDs. The
behavior of the nodes is monitored using the node ID in the
Wireless Video Sensor Network to know the misbehavior of
the nodes and identify them.
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2. Related Works

Mathur S et al. (2010) the Replication attack into the
Wireless Sensor Network was first identified by Parrno et al.,
in his method where random multicast or line selected
multicast is proceeded to deal with the issue of attacks in the
network. In the Random Multi-cast, where the location of the
nodes is chosen randomly. The node's location will be
changed if two nodes hold the same location. In the case of
line selected system, where the communication between the
nodes takes place in sharing the location and the problem is
tried to sort out by providing them a proper location. By
which the nodes can participate in replication attacks. Mathur
S et al.(2010), in the multicast system, the variants have to
find the location for a longer period in the network system,
which results in immense communication and computation.
The replica detection system works with the concept of
group category knowledge. The nodes present outside the
home group are utilized to share locations and are capable of
getting an efficient resource for the system Cho K et al.
(2013) for the Line-selected multicast system. Conti et al.
proposed a framework known as RED which is utilized to
improve the performance of replica detection, storage
capacity, and computing process.

When comparing the present system with Parrano et al.,
there was no better improvement in the aspects of
communication.  The  system's  protocol  requires
communication to multiply with the number of runs through
the entire lifetime of the network. But the present scheme has
more communication resources than the RED by knowing
the location where the new nodes are correctly placed. Cho K
et al. (2013) proposed a new scheme with an improved
system known as X-RED with the same quality as RED. The
major part of the design f X-RED is as same as the RED, but
the witness is picked utilizing the random hash function. The
present random witness selection tries to distribute
eventually to all the system nodes, which saves the system
from failure through a single point. The examination of the
system is still not improved in the new system like other
networking systems. Mathur S et al. (2010) proposed a
framework for a replica detection scheme on the cell
topology where the replica in this system are detected
through the multicast location method, which claims to
single or multiple cells. It enhances the accuracy of detection
schemes proposed in Parrano et al. The network’s
communication resource has no improvement compared with
the proposed method Cho K et al. (2013).

Ho J W et al. (2009) proposed a local replica detection
system for sensors based on local or regional deployment. If
the subset's intersection remains empty, then, in that case, the
replicas are included in the empty subsets. There is a specific
replica method where the adversary can pass the detection. Li
Z et al. (2009) proposed a framework for replica detection
based on group deployment where the local claim idea is
adapted.
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In this method, the sensor nodes present inside the home
zone can transmit the message without validation; in the case
of sensor nodes outside the zone are not allowed to pass the
message without proper authentication. This method
overcomes many disadvantages of the previous method like
communication with the nodes, computing, and overheads
issue because only a part of the nodes is needed for
circulating and sending the location is required.

Suganthi K et al. (2015) proposed a framework using a
detection algorithm to represent the problem of replication
attacks in the WSN with a protocol cluster called the NI-
LEACH. This protocol acts according to the performance
requirement by preferring the proper encoder function. This
protocol needs witness nodes for taking big computation and
energy-efficient tasks. The sensor nodes pretending to
witness nodes will lose energy quickly. Jobin J et al. (2004)
proposed a framework for node replica detection utilizing
QBM and SLSM. These two can detect the replicas, but this
needs a repeat claim check by which the communication in
this method will be more. The Sybil attack is the extension of
the node replication attack. Arun Prakash R et al. 2018
proposed a framework capable of resisting Warmhole attack
using a coordinator based that exploits the reputation ideas.

3. Proposed Methodology

The replicated nodes may present in a cluster or stay
common among 2 clusters as boundary nodes. The inter and
intra replication of the cluster detection process takes place
to identify replica nodes from real nodes. The detection of
replica nodes in the cluster-based WSN is a difficult process.
This paper proposes a new localization-based node
replication detection technique in cluster-based WSN using a
metaheuristic algorithm and Bloom filter. Initially, the
adaptive weighted clustering (AWC) algorithm is employed
to organize the network into a set of clusters, and a cluster
head (CH) is elected in each cluster. Then, the proposed
method uses a hybridization of the bat algorithm with
differential evolution (DE) to achieve accurate node
localization in WSN. Next, the Bloom filter is applied to
efficiently store the location details of the nodes in the
network.

Finally, the node that varies from the initial node
location during deployment is considered a replica node and
is further eliminated from the network. The fundamental
concept behind the proposed method is that it is practical to
consider a node as a replica once its present location is
farther from its actual location. However, the accurate
location of the nodes is hard to determine due to the
requirement of expensive global positional systems (GPS).
Therefore, we design a hybrid BA-DE algorithm to achieve
node localization. Besides, BF is used as a space-efficient
probabilistic data structure, which depends upon the hashing
techniques to generate the cluster member list. It is utilized in
the proposed work due to its efficiency in space and simple
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query system. The CH has the responsibility of preparing the
list, which forwards it to other cluster heads and its cluster
members. Its respective cluster head will identify the replica
nodes inside a cluster (intra-cluster), and the remaining CHs
do the replica node between the clusters (inter-cluster) in the
network. The respective cluster heads will do the intra-
clustering replica node detection, and other cluster heads will
execute the inter-cluster replica node in the network. Once
the present location of the node significantly deviates from
the actual location of the nodes, it is considered the replica
node and is removed from the network. The proposed
method will be implemented using the AODV protocol, and
a detailed comparative analysis is made with the existing
methods to ensure the effective performance of the proposed
model. The proposed method effectively has a high replica
detection rate, lower communication cost, storage cost,
energy consumption, packet loss, and delay under diverse
aspects.

4. Bloom filter

The bloom filter uses a probabilistic data structure that
uses hashing to form a cluster member list. In this present
study, bloom filters have been utilized because of their
efficiency in space and simple query techniques for the
cluster to be in memberships. The CH is responsible for
preparing the membership list of the cluster.

(x2,y2)

® Anchor node @ Unknown node

Fig. 1 Requirements of Anchor and Unknown location of nodes.

CH prepared the bloom filter list, which is forwarded to
other CH. The CH would identify the nodes with more than
one common cluster from this list. The cluster member is
denoted as CM. The CM from cml, cm2.......... cmn belongs
to CH. The cluster head calculated the value of hash for all
CM. In the bloom filter, n bit is regarded as the output. By
including CMi in the bloom filter, the value of the hash of
cluster members CMs, with H-Hash [h1, h2 ...hn] for CMi is
obtained. The corresponding bit of the bloom filter will be
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valued as one. The bits of other bloom filters will be valued
as zero. To know if cluster members are present in the bloom
filter, compute the value of H to CM, and then the position
for the bit is checked in the Bloom filter. If all the bits are
one, the cluster member was present in the bloom filter.
Algorithm 1 was based on insertion, and algorithm 2 was
based on steps involved in the query of the bloom filter.
About the concept of insertion algorithm, no CM will not be
leftover in BF. It was considered the reason for zero false
negatives in BF. In the bloom filter possibility for non-CM to
be marked as CM. shows that there is the possibility of a fake
positive. The probability of a false positive in a BF is

p=(1-(1-Ym) ")’

m refers to the number of bits in BF, k- number of time
for the hash function to be executed in the process of
generating the value of H in the cluster member id, n- total
nodes in the clustering system, equation 1 will be described
as

)

_ k
p= (1 —e "”/m) @)
K-hash function number can be described as
m

k= - [n2 3)
Substituting k in (2),

p=(1-e""nin2) n/m)zm2 4)
Eq. (4) is further simplified as
Inp = — % (In2)? (5)
From (5), m can be obtained as

_ | ninp

- (In2)2 (6)

4.1. Localization

The BA-DE method utilizes localization for finding the
node location in clusters. The difference in distance between
the unknown and the known node is measured using
triangulation which combines with RSSI. The distance
obtained can be used for determining the position of the
unknown node. 3 anchor nodes are needed to find the
unknown node location. The distance of Euclidean of the
unknown node, the three anchor nodes in the triangulation
method, is the reason behind providing with perfect location
of the nodes in the system. The distance of the nodes is
computed using RSSI. From the computed distance, the
location of the anchor node, an unknown node, can be
identified. Algorithm 3 is based on location computing
utilizing triangulation and Received Signal Strength
Indicator.
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5. Adversary system and the hypothesis

The adversary model aims to clone or replicate the
current nodules in the network. These cloned or replicated
devices can act like real devices and might attempt to attack
additional devices. A multi-hop clustering-based wireless
sensor network is considered in the forecasted system in
which all devices are deemed to be in the same way. The
devices are supposed to have a distinctive ID. All the devices
are location-unaware apart from some anchor devices. The
system does not need a system or base station to manage the
events of subgroups of devices due to its distributed and
decentralized nature. The devices are organized on their own
to reach collective decisions and need collaboration between
them. The scheme presumes that the mote is static, and they
communicate at the transmission range and similar power
level. The suggested method also presumes a fundamental
security system in the suggested networking model. The
Current encryption algorithms are secure for decrypting and
encrypting data. Correspondingly, current techniques for
exchanging keys and construction may be utilized. The
forecasted technique also entails the number of real devices
to be higher than 55% of the overall devices in the network.
These statements are affected because these options do not
influence the outcome of the forecasted method. The
forecasted technique also presumes that there are the current
routing methods.

6. Randomized communication complexity

TheThe bloom filter message swap takes place among the
CH. Consequently, the interaction difficulty of the system
varies primarily on the amount of CH. Assuming

c= the amount of CH,
cm= the amount of cluster members,
n= the number of devices in the network.

The O(c2)- communication occurs randomly when the
cluster head exchanges 2(c-1)- messages.

A device transmits its neighbour id in N2NB and its
geographical position claim to the nearby devices. The
nearby devices transmit the detailed information of the
received messages to its nearby device.

The device can identify the replica when it notices the
contradictory claim. The demographic location of the DM
and N2NB are transferred. The witness devices are
responsible for recognising the replica. Witness devices
perform the monitoring procedure. Because both the
techniques use the transmitting method for replica detection,
O(n2) — communication complexity. In LSM, O (n Vn)-
communication complexity. A device pass on a collected
geographical position claim to a chosen device in LSM. The
device choice depends on rumour routing. As the
geographical position claim is sent on a specific path,
contradictory allegations can be found at the interconnection
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goals of the path. In DM, LSM, and N2NB, the location
claims and received device ids have to be dispatched by the
devices. The bloom filter is utilized in forecasted techniques.
The information that includes the entire device cluster-id is
dispatched in the form of a single bit list of CH. The
randomized communication complexity of the planned
methods is less significant in comparison to the LSM, DM,
and N2NB when

n?(lid]) > nvn(lid]) > €*(m) ()
m can be decided by (8) as
ninp
T (n2)? ®)

When ¢ < n2lid| (In 2) 2 — In p, the intended techniques
are highly effective than DM and N2NB.

It is stated that ¢ is not more than n; therefore, it may be
determined that once ¢< nlid| (In 2) 2 — In p, the projected
methods are effective compared to Line Selected Multicast.
Utilizing these factors, the cost of communication in the
forecasted technique for 1500 devices with 100 cluster
members and 15 clusters is 20 BF of 1250 length of the bits.
The communication cost is reduced because the bloom filter
has reduced the data regarding the whole CM within a single
array. Additional interaction may be needed for replica
verification which is insignificant.
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Fig. 2 Average possibility of detection Vs. number of devices for
existing and forecasted method

7. Modelling Results

Fig.4 and Fig. 5 display the detection possibility of the
forecasted technique adaptive weighted clustering (AWC)
algorithm and BA-DE for a diverse amount of replica nodes.
The replica nodes may be the CH or normal mote. The h —
value differs between one and two, and the findings are
achieved. All the duplicated devices have been positioned at
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random in the network at the start of the models. The method
BA-DE for differing h provides an improved detection
possibility of more than ninety-six percent. The possibility
rate for detecting the intended techniques declines alongside
a rise in the number of replicate nodes. This is due to the
confirmation of BF loss in the replicate nodes being selected
during the authentication procedure. It stated that when the h-
value rises, the size of the cluster also rises, and thus amount
of CH declines. Rising the number of replica nodes, the
median rate of replica detection is discovered, and the rate of
detection of the forecasted technique adaptive weighted
clustering (AWC) algorithm and BA-DE are shown in Fig. 6.
When the amount of CH declines, the communication
overhead also decreases. The sum of devices is a hundred;
hop count is 2 & 1, and replicate nodes range between 6 and
35.
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Fig.3 Communication overhead for forecasted and existing
algorithm

The median possibility of the detection rate is noticed to
be ninety-eight percent for the adaptive weighted clustering
(AWC) algorithm and ninety-seven percent for BA-DE.
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Fig. 4 Cloned device detection probability for 10 c
forecasted algorithm

Fig. 7 shows the probability gain for evaluating the two
forecasted techniques adaptive weighted clustering (AWC)
algorithm and BA-DE. The outcomes were obtained for
differing hop count 2 & 1. The probability gain of the
adaptive weighted clustering (AWC) algorithm over BA-DE
differs between 1.02% and 1.03%. It is realized that this
variation is due to the determinative nature of the forecasted
technique adaptive weighted clustering (AWC) algorithm in
comparison to the BA-DE method.
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Fig. 5 Cloned device detection possibility for 15 duplicated devices
for forecasted algorithm
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- Average probability of detectionrate

Suers -  ' £ :"'f fﬁf'j""' ~ i comparison to the existing methodologies. The forecasted

T : 5. Conclusion

In overlapping clusters, the most important challenging task
is replica node detection because the cluster members are
distributed among the clusters. The techniques of adaptive
weighted clustering (AWC) algorithm and BA-DE address
the problem by utilizing Localization and RFID. The
techniques are compared to LSM and RM systems, and their
effectiveness is examined. The techniques are further
detected in non-cluster situations K-coverage, and FTVBT
Wireless Sensor Network for analyzing the efficiency and the
findings are discovered. It is stated that the forecasted
techniques adaptive weighted clustering (AWC) algorithm
and BA-DE provide minimum communication overhead in

A0S 925,553 R AR

method will be implemented using the AODV protocol, and
a detailed comparative analysis is made with the current

‘2 Numberof replicanodes

Fig. 6 Average possibility of the rate of detection for a different amount methods to ensure the effective efficiency of the forecasted

of replica node for forecasted algorithm model. The forecasted method is effective with a high replica

rate of detection, lower communication cost, storage cost,
energy consumption, packet loss, and delay under diverse
aspects.
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