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Abstract - Digital examination systems based on the cloud are typically very performance-limited (latency, network bandwidth,
and untrustworthiness in variable network conditions). Slow delivery of questions, incomplete submission of answers, and
operational failures in large-scale exams are possible results of using them. To overcome these issues, this paper proposes
TransExa-Fog, which is a multi-level fog-cloud inspection structure, and the structure is described as local request processing,
secure fog-level caching, biometric authentication, and distributed answers synchronization. It studies the architecture by using
queueing-theoretic latency models, which are augmented by the analysis of bandwidth utilization and load distribution at fog-
nodes so as to provide a detailed analysis of performance. The proposed dynamic network framework of 500 candidate devices
in 5 fog nodes was planned to be practiced and managed to fulfill the case validity of the proposed framework under dynamic
network conditions. Experimental results indicate that TransExa-Fog reduces the end-to-end latency by 40-60 percent, cuts the
cloud bandwidth usage by up to 45 percent, and offers zero answer loss on start and stop during WAN disruptions in buffering
by the fog and batch synchronization. The security is assured on AES-256 encryption and ECC-based key exchange. One can
find that TransExa-Fog is superior to cloud-only and hybrid e-examination systems in terms of scalability, resiliency, and offline
functionality. Overall, the described system offers a technically reasonable, deployment-acceptable architecture of the next

generation, high-reliability digital examinations that can be both localized and used at the national level.

Keywords - AES-ECC Hybrid Encryptions, Edge-Cloud Architectures, Optimization Of Latency And Bandwidth, Paperless
Examinations, Secure Distributed Architectures.

1. Introduction

Cloud-based online testing systems may succumb to
some of the largest performance bottlenecks, including high
latency, a high level of dependence on bandwidth, and failure
to work with network variability [1]. This is equated to the lag
time in delivering questions, the inability to enter answers, and
system breakdown when there is a large-scale mass testing. In
order to address these issues, this paper suggests TransExa-
Fog: a multi-layer fog-cloud scan prototype that incorporates
the local request processing, fog-level secure and reliable
caching, biometric-based authentication, and distributed
response synchronization [2]. The equations that are used to
model the architecture mathematically are the equations of
queueing latency. The bandwidth usage and load distribution
model of the fog-node are complementary and provide
theoretical findings. The suggested model is demonstrated by
a realistic simulation of a real-world deployment of an
institution with 500 candidate devices and five fog nodes in
the dynamically conditioned network. Assessment TransExa-
Fog demonstrates that there are considerable positive results
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on the basis of system performance. The suggested system
reduces the response time by 40-60 percent and the bandwidth
consumption rate in the cloud to 45. Furthermore, it ensures
no loss of answer in case of failure of the WAN links with the
assistance of buffering at the level of the fogs and batch
synchronization. Data Security is assured with AES-256,
having a key exchange that employs an elliptic curve and a
robust protection system that guarantees enhanced scalability,
resilience, and offline capabilities of TransExa-Fog when
compared to other traditional cloud and hybrid e-examination
systems [3]. The paper outlines a technically able, off-the-
shelf digital inquiry of the next generation with high
reliability, which can be installed on an institutional or
country-wide level.

1.1. Problem Statement

The issues associated with large-scale installation in a
common cloud-based exam system are numerous, such as the
performance and reliability of the operation.
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1. High Latency: Cloud-only solutions introduce a delay in
waiting to retrieve the question and submit the answer [4].

2. Network Dependency: The whole system depends on a
constant internet connection that frequently malfunctions
due to overloaded exams on it [5].

3. Synchronization Problems: The vast use of the cloud
triggers delays in auto-saving, as well as interrupts the
synchronization of answers [6].

4. Security Vulnerabilities: Fog layer does not have strong
security, which includes: secure biometric authentication,
encrypted local caching, and tamperproof data handling
[7].

5. Single Point of Failure: A disconnection or an outage at
the clouds will force the whole process of the examination
to be disrupted [8].

6. Weak Fault Tolerance: Purely cloud-based systems do not
have or are not able to store or compute answers to
examinations locally in the event the network is offline
briefly [9].

Therefore, a large-scale examination must have a low-
latency, fog-enhanced, secure, and fault-tolerant examination
architecture that ensures reliability and continuity.

1.2. Research Gap

Although the volumes of research that have been
conducted so far in digital examinations and in the area of fog
computing have been considerable, the following are some of
the challenges that have not been conquered yet:

1. Absence of a step-wise fog-based architecture of
examination, including a secure question delivery, real-
time proctoring, and secure synchronization of answers,
was discussed as one cloud-based model.

2. New latency optimization models are needed, which can
be reused in a high-density examination environment
where thousands of requests are made in a few seconds.

3. Fog layer strong security features are not of importance,
particularly in biometric validation, encrypted local
caching and storing of examination data, which is
tamperproof.

4. The examination systems with edge have been compared
with the traditional methods that are based on cloud
support under realistic load and network conditions in
minor experiments.

Such limitations bring to the fore the fact that there exists
a need to have a secure, low-latency, and fault-tolerant fog-
based analysis tool such as TransExa-Fog.

1.3. Objectives

The main objective of such work is to design and test
TransExa-Fog, a fog-based Exam system, which will reduce
the latency, maximize the security, and ensure that operations
run smoothly in case of conducting a massive test. The study
delivers:

1. Develop a fog-edge-cloud system to enable risky question
dissemination, encrypted edge answering, and answer
synchronization on demand.

2. Establish secure fog protocols to send questions in a
secure fashion, store answers on local systems, and ensure
integrity, ensuring access to cloud servers.

3. Prepare mathematical modeling of the responses,
bandwidth usage, fog processing load, and end-to-end
delays.

4. Test the system performance with different network
conditions and under different loads to the system in order
to verify the latency, bandwidth efficiency, and fault
tolerance improvements.

5. Stabilize and ensure resilience in architecture used in
heavy traffic networks in universities or other learning
institutions.

6. Note the measurable reduction in the latency and
bandwidth usage in the clouds-only deployment.

1.4. Research Contributions
There are various technical contributions to this piece of
work.

1. This architecture of the proposed monitoring framework
will make the round-trip-time as low as possible because
the significant tasks, such as authentication, data caching,
and initial processing, are relocated to the network edge
and are brought closer to the end users.

2. This system has added secure measures to the workflow
of review by enabling the distribution of the question
papers in an encrypted manner, and the responses are
synchronized through the use of fog-level buffering,
ensuring that no manipulation can be carried out.

3. The paper presents a mathematical model that investigates
the latency behavior, bandwidth usage, and
computational overhead trends in fog nodes under
different workload scenarios.

4. The experimental study becomes the point of comparison
of the fog-assisted examination system with the cloud-
only systems and demonstrates significant alterations in
the parameters of latency, volume of network use, and
system reliability in terms of unstable network conditions.

5. It proposes a deployment model that can be scaled and
modular, and leaves fog computing to be integrated with
the existing infrastructure of examinations to reduce the
dependence on the cloud and make the infrastructure
more robust.

1.5. Innovation and Breakthrough with the Current
Examination Systems

The latest literature has examined how cloud computing,
edge computing, and fog computing can be used to enhance
the performance of online examination and educational
systems. Nevertheless, the majority of the current solutions are
limited to specific elements of the examination process, e.g.,
content delivery, authentication, or monitoring, and do not
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provide a single examination workflow in a fault-tolerant
manner. Most systems based on the fog are aimed at learning
management or loT-guided educational applications, but not
at high-stakes, time-sensitive test conditions.

Current cloud-based examination systems are still
extensively reliant on ongoing wide-area network
connections, and thus, they are susceptible to latency surges,
synchronization delays, and loss of information during
network outages. Some hybrid cloud-edge solutions aim to
minimize latency; however, they do not always have secure
fog-level buffering solutions, well-developed failure recovery
strategies, and exam-specific security controls. Furthermore,
literature does not offer many analytical performance models,
which are experimentally verified on large scales under
realistic load conditions.

The proposed TransExa-Fog architecture stands out
clearly as having added secure question distribution, biometric
authentication, encrypted fog-level answer buffering, and
batch cloud synchronization in one end-to-end examination
platform. In contrast to the current methods, TransExa-Fog is
specifically set to ensure continuous examination flow and no
answer loss in case of temporary WAN failure. Besides this,
the framework presents queueing-theoretic latency and
bandwidth models that are experimentally verified within a
simulated institutional setting of several fog nodes and
hundreds of simultaneous candidates.

The other important novelty of this work is its
examination-based strategy of utilization of the fog. Instead of
considering the treatment of the fog nodes as generic edge
processors, TransExa-Fog attributes the latter fog nodes with
important functions, including real-time authentication, secure
local caching, and integrity verification and recovery
coordination.

The design offers a major decrease in cloud dependency
with high security assurance in terms of encryption with AES-
256, the exchange of keys based on ECC, and control of access
roles. Consequently, the suggested system demonstrates
quantifiable latency, bandwidth efficiency, scalability, and
fault tolerance improvements over cloud-only and any
existing fog-assisted examination system.

2. Technical Literature Review

Digital examination has seen tremendous development in
the last decade, and solutions from almost ten years ago were
cloud-based mainly and featured identity verification and
online proctoring facilities [10]. Cloud-based platforms have
proven to enjoy the benefits of scalability and centralization,
yet investigations have continued to dwell on the
disadvantages of the technologies, which include latency,
excessive bandwidth, and decreased reliability when
thousands of users interact simultaneously [11]. To achieve
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success, the majority of researchers have investigated the idea
of applying fog and edge computing. It has Fog computing,
which is placed between end-user devices and cloud, in a
manner that it offers local processing, lower propagation
delays, and improved quality of service [12].

Initial studies by Bonomi et al. (2012) and Chirag and
Zhang (2016) have shown the performance of the fog-based
models in the performance of latency-sensitive 10T
applications and real-time decision making. Its simulation
tools, like iFogSim, have been used to support the distribution
of resources and load balancing in distributed fog architectures
[13]. Recent work has utilized the concept of fog nodes to IoT
gateways, vehicular computing, and smart-education systems,
with the benefits of computing nearer to the edge pointed out
[14].

Nevertheless, with a number of improvements in fog
computing, the technology is not popular in digital
examination systems. Existing online assessment systems are
based on either a cloud-only model or a hybrid-cloud-edge
model, with limited offline functionality, fault-tolerant
storage, and without sustained synchronization in steady
network environments [15]. The security mechanisms of past
studies primarily concentrate on the authentication and
encrypted communication but lack built-in fog-layer caching,
tamper-invasive data buffering, and session-level integrity
(security measures). Recent efforts in fog computing in
educational systems have concentrated on either content
delivery or learning analytics and lack any end-to-end
solutions to the particulars of the examination, which can be
secure question distribution, low-latency response retrieval,
biometric authentication, or continuous operation in the
absence of WAN connectivity. Studies in this direction have
involved mostly single performance indicators like accuracy
and latency of authentication, and not system integration. No
cohesive model exists at present that joins the theoretical
mathematical modeling and the benchmarking of the real-
world fog-edge-cloud models.

This research paper attempts to fill that gap by going
beyond component analysis to suggest an entire system that
can handle examinations on a large scale. In contrast to these
other methods that are characterized by fragmentation
resulting in limited synergies that can be attained, TransExa-
Fog presents a single fog-based examination framework with
local encrypted caching, biometric authentication, real-time
buffering, and integrity-verified synchronization between the
client and fog, in addition to batched cloud communication.

The design is effective in dealing with the internal
problems of high latency, network dependency, fault
tolerance, and security problems in unattended ways as per the
current literature on digital examination and the fog-
computing.
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Table 1. Comparison of existing digital examination and fog-based systems with transexa-fog

Feature /
Capability

Cloud-Only E-Exam
Systems

Fog/Edge
Computing Models
(General)

Existing Fog-Based
Education Systems

Proposed TransExa-Fog

Heavy upstream

Reduced bandwidth;

Limited optimization

Approximately 45% lower

Bandwidth Usage usage; each device application-specific bandwidth via batched fog-
for exam workloads
syncs separately [16] cloud sync
Offline / Low- Not suooorted Partial offline Not aligned with Full offline continuity via
Network Support PP handling [17, 18] exam workflows encrypted fog buffering

Vulnerable to

Fault Tolerance WAN/cloud outages

[19, 20]

Basic resilience

Zero answer-loss with
fault-tolerant fog caching

No answer-loss
protection

AES—ECC hybrid,

Securi?y Standard gloud Edge security, not Basic encryption + biometric authentication
Mechanism encryption integrated [21, 22] MFA RBAC, hashed logs
Scalability Cloud-dependent; Edge-level scaling Limited to content High-density scaling using

network bottlenecks [23] delivery distributed fog nodes
. . loT-oriented, not No secure Secure questions,
Exam-Specific No local buffering; A i tion/answer nervoted buffering. and
Requirements sync delays exam-specific question/answe encrypted buffering,
[24, 25] caching integrity checks
Mathematical Rare Resource/QoS models No exam-focused Latency, bandwidth, load,

Models [26, 27] modeling recovery models
End-to-End Component-level _ Unified _fog—edge—_cloud
Integration Fragmented focused Partial workflows arcr_ntecture with

[28, 29] algorithms + models

2.1. Recent Advances in Secure Digital Examinations
2.1.1. Al-Based Online Proctoring Systems

Recent studies have been concerned with utilizing
Artificial Intelligence (Al) and computer vision in enhancing
the integrity and fairness of online exams. An example of an
Al-powered proctoring application that is scalable (with low
computational cost) in showing suspicious behavior
occurrence during exams and presents logs of evidence can be
developed by Patil et al. using real-time eye and hand tracking
with computer vision libraries like OpenCV and MediaPipe.
Likewise, high-tech proctoring networks are systems that
integrate facial recognition, mobile phone detection, audio
analysis, and eye tracking to offer automated tracking and
recording of violations when conducting remote exams. These
systems improve automated behavioral analysis, decreasing
the use of manual supervision and addressing ethical and
privacy issues of traditional methods of remote examination.
These Al-based systems are notable advances in automated
cheating detection and real-time proctoring consistency,
whilst raising issues regarding the overall scrutiny of
multimodal conduct.

2.1.2. Blockchain for Secure Credentials and Exam Integrity
The concept of Blockchain has been extensively
discussed to increase the transparency and the impossibility of
academic records and examination outcomes. It was suggested
to use a blockchain-based academic credential platform to
authenticate and verify academic certificates through
decentralized registries and cryptographic signatures to reduce
the risks of forgery and fraudulent credentials. Other papers
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have devised models that store the academic certificates in
cryptographically secure blockchains and provide verifiability
mechanisms that cannot be tampered with, as an alternative to
the conventional centralized storage systems. Though these
systems are mostly concerned with credential validation and
storage, they provide the basis for the implementation of
decentralized architectures in exam result management and
integrity assurance.

2.1.3. Federated Learning and Privacy-Preserving Analytics

Federated Learning (FL) remains one of the promising
methods of training models in a collaborative manner without
exchanging raw data. In recent works, Blockchain is combined
with FL to enhance privacy and decentralization in
collaborative systems with the property of tamperproof
auditability of model updates, and the resilience against
malicious attacks. The preprint paper suggests that Blockchain
and federated learning can be used together to provide secure,
scalable credential checking of academic credentials across
geographic locations and has shown a possibility of
decentralized fraud testing and effective cross-institutional
checking procedures. These advances demonstrate that FL can
improve data privacy and integrity in distributed education
systems and provide future directions for research on the
application of FL to secure examination analytics.

2.1.4. Lightweight and Privacy-Enhancing Cryptography at
Edge

Although applied specifically to exam systems, the
literature of lightweight cryptography and blockchain-based
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privacy systems enables secure digital identity and data
interchange in decentralized systems. As an illustration,
architectures that combine zero-knowledge proofs with
decentralized identity protocols would improve the privacy of
users without reducing verification guarantees, which can be
generalized to fog examination platforms. The research work
in this direction helps in developing privacy-preserving and
scalable security measures for distributed authentication and
verification. Decentralized Identity (DID) and Verifiable
Credentials (VCs) are recognized as the future of privacy and
data security (2.1.5).

2.1.5. Decentralized Identity (DID) and Verifiable Credentials
(VCs)

Verifiable Credentials (VCs) and Decentralized Identities
(DIDs) have now become standardized ways to manage
identity in a self-sovereign and digital form. DIDs allow
organizations to create identity attestations without
centralized registries, and VCs can allow cryptographic
validation of credentials by relying parties, greatly improving
trust and confidentiality when interacting digitally. The
solution has also been suggested to off-chain DID-based
authentication ~ frameworks  specific to  federated
environments, which can be used to perform mutual
authentication at lower overhead and higher adversarial
resistance. The decentralized identity technologies offer hope
to secure identity management in distributed examination
architectures since the technologies are open standards and
emergent verifiable credential ecosystems. In this section, the
work will be compared with the proposed work.

2.1.6. Comparison with the Proposed Work

Although the above research has delivered substantial
progress in each of those domains in particular, the following
ones, namely Al-based proctoring systems, blockchain
solutions to academic records protection, federated learning,
privacy-preserving analytics, and decentralized identity
standards, none of them offer any single and integrated fog-
edge-cloud analysis platform that integrates secure exam
delivery, biometric authentication, local buffering of WAN
failures, modeling of latency and bandwidth, and large-scale
simulation validation specifically applied to high-stakes
digital exams. It is in the realm of the suggested TransExa-Fog
architecture that these aspects are considered together, and
both the performance optimization and the high fault tolerance
of distributed exam settings are provided in the areas that are
not addressed holistically in the existing literature.

3. Existing Methods and Need for

Transformation

The conventional type of exam is merely paper-based,
whereby question papers are printed and distributed, and the
invigilation and centralized scoring of the answer papers are
also by hand, among other systems, which burdens the
institution to a greater extent, besides posing a security risk of
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unauthorized access and leakage of examination papers [30].
Although digital examination systems are supposed to resolve
these problems, the majority of the existing systems are based
on cloud-based considerations.

Cloud-based examination systems are convenient to
manage and implement at a large scale, but they are
constrained by several weaknesses. System performance is
also closely associated with network stability, which in most
instances causes a slowdown in the delivery of questions and
in posting answers, particularly during high traffic conditions,
making it difficult to adhere to continuous examinations where
poor network conditions prevail [31]. Synchronization in real-
time also will not be reliable in a setting where the bandwidth
can change, preventing ongoing examinations in case of
network instability [32]. The solutions emerging have been
explored, such as fog and edge computing, because they allow
processing of tasks to occur close to the examination points.
The localized computation can help reduce the
communication latency, enable the examination data to be
stored locally, and enable the use of a wide-area-network
connection to be non-critical [33]. Nevertheless, the existing
e-examination systems have not provided fog-level security
when it comes to the remote delivery of questions, local data
storage security, and temporary response buffering. In
addition, most systems lack such functionality features as
offline operation, distributed load, and localized fault recovery
required in case of large-scale examination conducted over a
number of academic centers. These limitations show that there
is a necessity to possess a hybrid moisten-edge-cloud format
that is able to provide secure authentication, minimal latency
response, and some execution. During intermittent internet
connection, and scalable administration across scattered
locations of examination. The dataflow and features of the
proposed system were defined in Figure 1.

-——————

[T |
: N(?c%e Fog Layer E
L) :
! (IEJ Edge Layer E
..Condidate Devices . ;

Fig. 1 Schematic of the “TransExa-Fog” architecture showing the
integration of cloud, fog, and edge layers
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4. Proposed Fog-Enabled Paperless Examination

Architecture

The TransExa-Fog model offers mists of computing to the
digital ecosystem of the assessments with reduced latency,
augmented credibility of the framework, as well as the remote
deployment in another facility.

It is designed to have a cloud layer, a fog layer, an edge,
and a secure communication component, which happens to be
the majority of the architecture. The overall system workflow
is depicted in Figure 2.

4.1. Cloud Layer
The cloud layer will be the key coordination hub, and it
will undertake the following functions:

1. Managing question repositories and metadata of question
repositories, which are encrypted.

2. Doing bulk processing operations such as the generation
of results, analysis, and maintenance of audit trails.

3. The problem of archiving finished sessions on a long-term
basis.

4. Sending policy distribution and configuration updates to
fog nodes.

The heavy cloud servers are applied to perform the
encryption-intensive  and  computationally  significant
operations, hence enabling a uniform quantity of governance
through all the centers of examination.

Cloud Layer

« Question Bank

« Result Processing

« Central Storage

Al Evaluation Engine

A
X Secure TLS/SSL

\

s

Fog Layer
(Fog Node 1] (Fog Node 2) [Fog Node 3)

» Local Caching
* Biometric Auth
» Sync Engine
 Load Balancing

J

A
Low-Latency
v LAN/Wi-Fi

Edge Layer

e Exam Interface

* Auto-Save Answers
* Local Encryption

» MFA Authentication

U

Fig. 2 Workflow of the Proposed TransExa-Fog System

545

4.2. Fog Layer

The processing units that are localized and execute
between the terminals and the cloud infrastructures are known
as fog nodes, which are installed in separate examination
centers. They are primarily involved in such responsibilities
as:

1. Live provision of encrypted exam material.

2. Candidates should be able to secure a local cache of their
responses in order to enable fault-tolerant buffering.

3. Authentication of candidates is carried out using
biometrics at the assessment site.

4. Local balancing to deal with large groups of participants.

5. Constant tracking of system activity, performance, and

usage reports.

Through these roles, fog computing minimizes the
communication latency and ensures stable operation even in
the case of unstable internet connectivity. In turn, it permits
the level of examination center to have more liberty in its
operations.

4.3. Edge Layer
It thus provides the level of the examination center with
more freedom in its operations.

1. Candidate is able to access the examination interface and
get encrypted content.

2. The progress of the examination is automatically stored in
the local storage.

3. These responses are sent to the nodes of the fog and
synchronized.

4. Continuity of workflow is ensured even in the case of
weak or unstable network conditions.
The endpoints and the fog nodes are positioned near one

another, making the ultra-low-latency communication

possible, as well as providing an experience of seamless taking
of tests.

4.4. Secure Communication Model

The subsystem is a special secure communication system
where the transfer of both cloud-fog and fog-edge layers is
secured. The module is a combination of transport-layer
encryption, a hybrid cryptography algorithm, and identity-
based access control to provide a secure and authenticated
communication through the assessment workflow. Figure 3
demonstrates the hybrid encryption process.

The mechanisms used in the secure communication
model are as follows:
1. Data transmission between all system components is
secured with encrypted communication channels with the
help of TLS/SSL.
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The hybrid encryption plan involving Elliptic-Curve
Cryptography (ECC) combined with the Advanced
Encryption Standard (AES), in which AES is applied to
speedily encrypt large amounts of data, and in which ECC
is applied to swiftly encrypt messages at a fog-level
resource requirement [34].

Role-Based Access Control (RBAC) to control access to
system functions based on user-defined roles and
privileges.

Safe session management of developing, authentication,
and ending of communication sessions. State
synchronization in real-time to ensure consistency
between the fog devices, cloud servers, and edge devices.
Checking against integrity to recognize data alteration or
unauthorized alteration of transmitted content.

Public Key

Fog Layer

Session Key

Fog Layer

Session

Fig. 3 Hybrid ECC-AES encryption workflow used for secure
communication in TransExa-Fog

Such a multi-layered security policy is rather suitable to
provide high security against unauthorized access, data
interception, and manipulation, and has a small scale of
computation overhead in distributed fog computing.

4.5. Architectural Advantages

Relative to the examination process on paper and digital
platforms that can only be used in the cloud, TransExa-Fog
has several advantages, including the following:

1. Fog-level processing reduces latency.

2. Better system availability through reduced reliance on
one upstream server.

3. Offline and low connectivity Native support.

4. Increased security because of the multi-tier encryption
mechanisms.

5. Deployable in a variety of institutions and testing centers.

Even though the architecture will provide the base on the
manner in which the system should be operated, the general
reliability will be determined by the efficacy of the
incorporated security framework to be discussed in the next
section.

5. Algorithms and Pseudocode
The important working mechanisms of the secure
publication of content, authenticated access, and a strong
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synchronization of responses are described in this section
according to the architectural layers defined in Section 4. In
the proposed system, hybrid encryption, fog-based access
control, and multi-factor authentication are employed in order
to counter the security risks that are generally experienced in
the distributed assessment scenario.

The following algorithms specify the process of
operations that occur when providing a question,
synchronizing answers, recovery in the case of the existence
of a fog-cloud failure, and multi-factor authentication in the
cloud-fog-edge layers.

The following algorithm is used to distribute the
questions securely

Algorithm 1. Queueing (Q, FN, D).

Input: Question Set (Q), which is encrypted, Fog Node (FN),
and Candidate Device (D).

Output: Group of questions passed safely to the candidate
device.

1: The question set (Q) is encrypted with the AES-256
encryption standard in the cloud.

2: The coded queries are transmitted in the cloud between the
fog node FN and the cloud using a communication channel
that is secured using TLS.

3: Fog Nodes. It is the situation in which the biometric
authentication of the Candidate Device (D) is performed.

4. Fog node decrypts the received question set and generates
a session key K FN when the verification is successful.

5: The encrypted questions are transmitted to the candidate
device by a fog-level broadcasting mechanism by the fog
node.

6: The questions are received into a local and isolated storage
device whose implementation is protected and avoided on the
candidate device.

Algorithm 2. Answer Synchronization with Fog Assistance.
Input: Response set (A) produced by Candidate Device (D)
Output: Approved and coordinated response set, which is
stored in the cloud.

1: Candidate device encrypts the response set with AES-256.
2: Fog node receives encrypted responses of device D.

3: Fog node gives A a time stamp and computes a
cryptographic hash whereby the integrity of data is
established.

4: Authenticated response set stashed temporarily in local
buffer B at the fog node.

5: The node of the system that gathers the total buffered
responses at the given time intervals T dispatches them to the
cloud as a single batch.

6: Cloud verifies the information, records the responses, and
stores them in long-term storage.

7: The cloud transmits the acknowledgment to the fog node
that paves the local buffer B.

The fog-cloud failure recovery algorithm is presented in
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Algorithm 3. Fog-Cloud Failure Recovery

Purpose: To keep the examinations running in the event that
the cloud is temporarily unavailable.

Input: Local response buffer (B), the Cloud Status Flag (CS),
Fog Node (FN).

Output: There is a successful restoration of response
synchronization.

1:Fog node constantly regulates the serviceability of the cloud
service and establishes the flag of the connection status CS.
2: When the cloud becomes unreachable (CS = 0), the node of
the fog goes offline to an operationally resistant state.

3: The Response data are buffered in local node B of the fog
node in a local memory that is safe and extended.

4: Buffered responses are logged with time identifiers in order
to retain integrity and order.

5: The node of the fog attempts to reconnect to the cloud
service at certain intervals T.

6: Buffered responses of B are collected at the node of the fog
when the connection with the cloud is restored again (CS = 1).
7: Data verification and final storage of aggregated
information are handed to the cloud.

8: When the cloud accepts the node successfully, the fog node
drains out the extended buffer and returns to its usual
synchronized operation.

Result: Ensures that the examination processing is not
disrupted, eradicates the possible danger of information loss
in the context of communication breakdowns, and preserves
the integrity of the evaluation.

Algorithms 4. Biometric Multi-Factor Authentication.
Purpose: To improve the authentication of the fog layer by
using biometric and digital validation.

Input: Candidate Identity (ID), Biometric sample (Bio),
Device Token (Tok)

Output: Authorization of the user (approved or denied)

1: Candidate presents the authentication request that includes
identity, biometric sample, and registered device token.

2: The token of the device is authenticated by the fog node
using the role-based access control authorizations.

3: Having validated a token by a node, the node retrieves
identifying biometric features of the sample it receives.

4: The extracted features are compared with the stored
biometric templates, which are stored in the layer of the fog.
5: When the similarity score falls below the value that is set,
the authentication request is rejected, and the attempt is
logged.

6: When there is a similarity score that is approaching the
threshold or exceeding it, the node that is being verified sends
a single-time verification hash to the fog node.

7: The candidate node will authenticate with the fog node by
authenticating a hash that was created.

8: Signature verification and successful creation of an
authenticated session with the candidate are done by the node
ID of the fog.

Outcome: The implementation of such an authentication
process enhances the identity assurance since biometric

547

verification is integrated with cryptographic validation
mechanisms that are based on devices.

6. Mathematical Performance Models

In this section, we have given a drive of a sequence of
analytical models to evaluate the performance of the suggested
TransExa-Fog model in latency, bandwidth consumption, fog-
node processing load, and recovery achievement. An analysis
is made based on the assumptions that are generally known in
a distributed and edge-assisted computing environment.

6.1. System Model Assumptions

The following are the assumptions used
performance analysis:
1. The number of service requests per end-device is
supposed to be based on the Poisson model with an
average rate of | requests per second.
Fog nodes are service providers, in which the service time
of a request is an exponential distribution with a mean
service rate of m requests/s.
All the nodes of the fog are assumed to possess the same
processing power, and the workloads that are received are
distributed uniformly across the F available nodes.
Delay in communication in the local area network is
assumed to be insignificant compared to transmission
delay in the wide area network.
During WAN outages, the nodes of the fogs save
responses locally and ultimately synchronize in batches
when reconnected.
The loss of packets is minimal, and the
encryption/decryption operation is costly because it is a
fixed cost of operation per byte.
Cloud and fog services are in a steady state, except when
failures are explicitly taken into account.

in the

6.2. Queueing-Theoretic Latency Model

End-to-end latency L is expressed as:
L=L,+L+L, @)

where:

L, = Processing delay
L. = Transmission delay
L, = Propagation delay

6.2.1. Cloud-Only Latency Model (Baseline)
In a cloud-based architecture, the requests are in the order
of M/M/1 queue [35].
1

Leowa = fe—Tg 2
Total latency is:
Teioua = Lecioua + Twan + Tprop (3)
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where:

A = arrival rate per device,

e = cloud service rate

Ac = NA = aggregate arrival rate from N devices
Twan = WAN transmission delay

Torop = propagation delay

The increase in N causes Ic to increase linearly and hence
latency to increase dramatically.

6.2.2. Fog-Enabled Latency Model (TransExa-Fog)
Given the distribution of the fog over F nodes, a fog node
is given:

Af == 4

The layer of the fog is represented by a queue of type M/M/F
(multi-server) [36].

Utilization
2
P =i (5)
Queueing delay
A
po(é)Fp
L = Fi(1- p) (6)

Fog-layer latency

1
Lfog = Lq + Il_f (7)
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Total latency
Tfog = Lfog + Tpan (8)

Since Tian, Twan, and load are distributed, fog latency
remains significantly lower. The computational complexity,
bandwidth consumption, and workload of fog-nodes are
analyzed using these latency models discussed in the
following subsections.

6.3. Computational Complexity Model

6.3.1. Question Distribution Algorithm
Main operations

e  AES-256 encryption at cloud: O(Q)
e Biometric authentication at fog: O(1)
e Decryption and broadcast: O(Q)

Overall complexity
Copis=O(Q) ©)

6.3.2. Fog-Assisted Answer Synchronization
Key operations

e Device-side encryption: O(A)

e Hash integrity check: O(A)

e Buffer appends: O(1)

e Batched Upload (Cloud Synchronization): O(B)
Total complexity

Ucioua = 0(A + B) (10)

Batching ensures B <« NA, reducing overall network
overhead.

Fog-Enabled Latency

e
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Fig. 4 Latency vs Number of Devices
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6.4. Bandwidth Utilization Model

6.4.1. Cloud-Only Bandwidth Consumption
Each device independently synchronizes
Ucloud =N X Sreq
Where:

Sreq = average payload size.

6.4.2. Fog-Assisted Bandwidth Consumption
Fog nodes batch uploads

Urog = F X Ssync
Since

Ssync < Sfog

ash Shukla et al. / 1JETT, 74(5), 540-562, 2026

Therefore:
Urog K Ugioua (14)
" This aligns with the observed 45% bandwidth reduction.
o 6.5. Fog-Node Load Distribution Model
For ns connected students to a fog node
Le=ng X (Cq + C, (15)
Queueing load factor
(12) p= :Tff (16)
For stability: p < 0.7
(13) Which is the stability condition recommended for real-

time systems?

—+—CPU Load (%) RAM Load (%)

Fog Node Load vs Number of Devices
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6.6. Failure-Recovery and Buffering Model
During WAN outages

Let
e B, = buffer size
e T, =recovery synchronization time

e D =accumulated data during outage

Buffering delay

Tbuffer = /‘_f

Fig. 5 Fog Nodes vs Number of Devices

Recovery time

D

Trecover = —— (18)

Usync

Since fog-to-cloud batch synchronization using high-
throughput links:

Trecover ~ O

Thereby, zero loss of data, in agreement with

experiments.
A7)
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Cloud Storage

Fog Buffer Batch Sync
Processor

Fig. 6 Fog-to-cloud Batch Synchronization Pipeline used during WAN
recovery

Synchronizatio

n Pipeline

6.7. Security Strength and Integrity Model
Let

E = Encryption Entropy

M = Biometric Authentication Accuracy
R = RBAC compliance correctness

H = Hash Integrity Success Probability

Combined security score

S =aE +BM + YR + 6H (19)

Where q, 5, y, § are security weights.

Because the attack surface is reduced in terms of the fog-
layer authentication:
Sfog > S(:loud (20)
6.8. Threat Model and Security Analysis Strength and

Integrity Model

The following section is the threat model that is taken into
account in the proposed TransExa-Fog architecture, and how
the built-in security mechanisms would address the possible
attacks by adversaries. The threat model presupposes a
realistic analysis environment where attackers can be eager to
violate the confidentiality, integrity, or availability of
examination information at various levels of the system, such
as in edge devices, fog nodes, or cloud servers.

Threat Model Assumptions
Adversarial capabilities that are taken into account
include the following:

1. Attackers can seek candidate and device impersonation.
2. Network-level attackers can either engage in a replay
attack or data interception.

Table 2. Threat-mitigation map

ing

3. Malicious insiders or infected nodes can seek to alter the
data of questions or answers.

4. The opponents can cause Denial-Of-Service (DoS)
attacks to interfere with the availability of exams.

5. Temporary WAN failures are considered benign and can

be used by attackers to cause loss of data.

The compromise of cloud data centers physically is out of
scope, but the compromise of edge devices partially is
allowed.

6.8.1. Security Mitigation Mechanisms

In the TransExa-Fog architecture, various security
controls that are mutually reinforcing are built into all layers.
The biometric verification and device-bound cryptographic
tokens are used on the fog layer to authenticate the candidates
and avoid impersonation and unauthorized access. All the
content and responses of the examinations are encrypted with
AES-256 symmetric encryption, and Elliptic Curve
Cryptography (ECC) has been used to provide secure
exchange of key and session establishment, which maintains
confidentiality and forward secrecy, and minimum
computational overhead.

In order to avoid replay and tampering attacks, the
response is timestamped and cryptographically protected with
cryptographic hash functions, and then buffered at the fog
node. Role-Based Access Control (RBAC) confines system
tasks relying on the pre-established privileges, reducing the
effects of insider threats. Moreover, the ability to perform
partial buffering at the level of the fog and local processing
decreases the number of attack points by a significant margin
by keeping constant reliance on the communication with the
cloud on a wide-area basis.

6.8.2. Attack Surface Reduction at the Fog-Level

In contrast to cloud-centric examination systems, which
send all interactions directly across the WAN, TransExa-Fog
isolates the majority of sensitive operations, such as
authentication, caching, and temporary storage, to the trusted
fog nodes in institutionally controlled environments. This
local processing severely constrains the frequency and volume
of cloud interaction, reducing the chances of large-scale
interception, distributed denial-of-service, and centralized
exploitation of failure.

in the transexa-fog architecture

Threat Category Potential Impact Mitigation in TransExa-Fog
Impersonation Unauthorized exam access Biometric authentication + device-bound cryptographic tokens
Replay Attacks Duplicate or forged submissions Session-based keys, timestamps, and hash verification

Data Tampering | Modification of questions or answers

AES-256 encryption, integrity hashes, fog-level verification

Insider Misuse Privilege escalation or data leakage

Role-Based Access Control, audit logs

DoS Attacks Service disruption

Distributed fog nodes, reduced WAN dependency

WAN Exploitation Data loss during outages

Encrypted fog-level buffering and batch synchronization

550



Abhilash Shukla et al. / IJETT, 74(5), 540-562, 2026

On the whole, the TransExa-Fog security design, layered
security, makes sure that there is a defense-in-depth since
failure of a single component does not lead to the failure of the
entire  system.  Cryptographic  protection, biometric
authentication, access control, and fog-level isolation offer
high resistance to typical adversarial attacks in large-scale
digital inspection settings.

6.8.3. Implementation Framework

The TransExa-Fog framework was applied and tested on
a simulation environment at the controlled and institutional
level that was developed to imitate the context of a real exam.
A high-speed 1 Gbps Local Area Network was used as the
experimental setup, and it served 500 examination terminals
distributed in five laboratory halls. Each hall was supported by
fog computing units that were equipped with Intel Xeon-based
processors and 32 GB of memory, with the cloud layer being
implemented with the help of AWS EC2 mb.xlarge virtual
machines. This configuration allowed for realistically
assessing system latency, network bandwidth consumption,

processing load, and recovery behavior of the fogs in the
faulty state.

Deliberate tests with instability applied to the network,
simultaneous login bursts, and disjointed failures of single
devices were introduced to help achieve accuracy in testing
the network, as it is in the real world. This was done in three
phases of operation. Figure 8, Phase 1, illustrates the cloud-
fog interaction to provide secure distribution of encrypted
question sets.

Figure 9 (Phase 2) illustrates the connection between the
fog nodes and the examination-center routers, thereby
reducing the propagation delay, which is consistent with the
latency reductions of the analytically modeled model
presented in Section 6. Phase 3 (Figure 10) indicates the
pairing and session establishment between candidate devices
- PCs, tablets, or digital writing pads - and their nearest fog
node, and thus allows the realization of ultra-low-latency
interactions as well as localized synchronization.

Phase-1

University
Private Cloud
Server

_

Cloud-Fog Network Service

Fog Device-1

Fog Device-2

Fog Device-3

Fig. 7 Phase 1: Cloud-fog interaction for secure question distribution
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Fog Device-1
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Router-1

Fog Device-2
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Router-2

Fog Device-3
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Router-3

Fig. 8 Phase 2: Connectivity of fog nodes with examination-center routers

Phase-3
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Fig. 9 Phase 3: Pairing of candidate devices with fog nodes for examination delivery

Live deployment at an active examination cycle was not
possible; hence, a high-fidelity simulated institutional
environment was developed that was a replica of the
operational environment in an examination hall at a university
level. Invigilator dashboards and supervision tools were
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installed in five laboratory halls, and the 500 end devices were
distributed according to the seating layouts in reality.
Artificial fluctuations in the network, abrupt breaks in
connection, peak authentication bursts, and interruptions at the
device side were engineered to recreate the real-world
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situation. Though the implementation framework outlines the
workflow of operating setup and system deployment, the
internal operation of TransExa-Fog is based on the systemized
software approach. The following section gives the software
design phases and methodological elements that convert the
architecture into the executable system modules.

7. Implementation Module of the System

This sub-section outlines the functional processing of the
proposed TransExa-Fog architecture using four fundamental
modules that are installed in the cloud, fog, and edge layers.

The architecture described in section 4 is implemented in
each module and performs the functions specified in the
required capability of digital examination in the form of
secure, reliable, and low-latency examination.

7.1. Cloud Preparation Module

This module is the one that prepares and distributes
examination materials to the deployed institutions that have
the hardware of the fog. Key functions include:

1. An encrypted question set will be safely developed and
stored in the cloud environment.

2. The creation of a session-specific key, descriptive
metadata required by fog-level services,

3. Setting examination schedules and a list of registered
candidates in advance, and authentication settings at the
pre-deployment stage.

4. Development of a single-direction secure communication

channel that eliminates any unidentified entry through the
downstream nodes, therefore upholding the integrity of
the systems.

Once all the validation tests have been completed, the
cloud controller is used to create the final examination
package and forward that to the assigned fog nodes, where the
examination procedures are carried out locally.

7.2. Fog Synchronization and Verification Module

Packages under examination are received by the fog and
are authenticated, verified, and bundled to be guarded and
given out. Key functions include:

1. Verifying cloud-based metadata by ECC-based key
exchange.

2. Storing encrypted question content in a way that is secure
and ensures continuity of the services in case of any
connectivity failure.

3. Comparison of candidate records to the biometric stored
references.

4. Conducting pre-examination testing that encompasses the

availability of networks, the preparedness of edge-
devices, and provisioning of resources.
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In doing so, the fog layer is able to be sustained and ready
to be scrutinized in even a transactional or unstable wide-area
network connection setting.

Fetch Question Paper from Cloud Server

Save Question Paper into Fog Devices

Establish channel between Fog devices to
nearest router

Establish connection between Router to
Tablet device

Upload the answer sheet to Fog device
through router

Upload the answer sheet from fog device to
cloud server and release for assessment

Fig. 10 Flowchart of the paperless examination system
implemented using TransExa-Fog

7.3. Authentication and control of the session with a
candidate

This module plays a role in controlling the protected entry
of applicants and the commencement of examination at the
institutional level. Key features are:

1. Authentication of candidates to the fog nodes by means of
biometric or multi-factor authentication.

2. Assigning session tokens associated with verified users.

3. Calibrating edge devices to establish a cryptographic
isolated examination.

4. Monitors live participation status signs and identifies any

suspicious proceeding during the logic of logging and
initialization.
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The candidates will be fed with the examination contents
in the question delivery module after being identified.

The flowchart represents the working process of all three
layers of the cloud, mist, and edge, and the distribution of the
questions, gathering of answers, synchronization, and analysis
of the findings.

7.4. Examination Content Handling Modules
Each of the modules will be functioning according to the
secure, layered workflow, as outlined in Section 4.

7.4.1. Question Delivery Module

This module is in charge of the secure and controlled
dissemination of assessment content among the cloud, fog,
and edge layers. Major operations include:
1. The data confidentiality is guaranteed, all sets of
questions and system logs are encrypted using the AES-
256 standard, and an agency of exchange is created
between the cloud, fog, and edge with the ECC.
The relay of the content of the exams between the fog
layer and the cloud happens randomly to avoid
opportunities for unhealthy practices.
The information is dynamically encoded into dynamically
decoding the authorized question sets and loading them to
the designated edge devices by the use of the fog nodes.
Execution of the secure question delivery process as
required in the general system architecture.

The cloud controller finishes the exam package and sends
it to the predetermined nodes that it runs locally.

7.4.2. Response Capture and Local Commit Module
The module will assist in the trusted answer capture on
the edge and the fog layers. Its key tasks include:

1. To store the candidate response as being fault-tolerant,
they are bound to fog level buffers at a very slow rate on
edge devices and are stored by the candidates.

2. ldentifying timing data, navigation, and metadata of
interaction to support an audit.

3. It is used to monitor the behavior of the device and

immediately alerts the relevant fog node of the occurrence
of an irregular activity.

In these mechanisms, reliability and continuous recording
of responses are ensured even in the event of failures in the
devices or random network failures.

7.4.3. Fog-level Aggregation and Secure Upload Module

Once the examination is done, all the candidate responses
are gathered by the fog node and are prepared to be sent to the
upper layer. This process includes:
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1. Checks on completeness of submission and integrity
checks.

2. Preparation of encrypted files of answers as well as
summaries of responses.

3. Transfer to the cloud controller in batches to minimize the
upstream bandwidth usage.

4. Coordination of system logs, event documentation, and

proctoring data.

The combined data of the responses is then prepared to be
centrally assessed and stored.

7.5. Integration of Emerging Technologies

To increase the intelligence, safety, and general reliability
of the offered cloud-edge architecture, the proposed system
design utilizes innovations in technologies, such as the spread
of Artificial Intelligence (Al) and the utilization of
Blockchain. The Al helps in the process of providing efficient
scheduling of resources, prediction of work schedules, and
detection of anomalies.

By analyzing the workload history, machine learning
models forecast the future requirements of resources and,
therefore, help to schedule tasks in a dynamic manner and
reduce processing time. Besides, the Al-based monitoring can
track the state of the system continuously to detect suspicious
activity within it, misuse of resources, or performance
degradation to enhance fault tolerance and stability of
operations. It uses blockchain technology to provide secure,
transparent, and tamper-resistant information exchange
between the edge, fog, and cloud layers. The transactions of
authentication, execution of tasks, and sharing of data are
secure and stored in a distributed ledger, and it guarantees data
integrity and non-repudiation. The access control regulations
and automation of trust control of the relationship between the
distributed elements are achieved with the assistance of Smart
contracts and do not have a central power. A combination of
Al and Blockchain enables improving the intelligence of the
systems, protection against cyber threats, and stable and
auditable operations, which predisposes the suggested
framework to associated large-scale, dynamic, and security-
intensive applications.

8. Performance Evaluation and Experimental

Results

The proposed TransExa-Fog system performance was
tested on a series of controlled experiments that compared the
outcomes of processing with the assistance of fog and the
conventional cloud-only systems. The analysis has taken into
account four primary metrics, which are: the response time,
bandwidth usage, the load control in fog-nodes, and the
system recovery under the condition of the network
segmentation. The experiments were conducted under a
simulated institutional environment where the candidate
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devices were 500, which were distributed in five nodes of the
fog environment as described in Section 7.

8.1. Latency Reduction

The measurement of the end-to-end latency was done at
the stage of question retrieval and submission of the answer.
e Cloud-only system: 220-260 ms
e TransExa-Fog system clouded with fog: 80-110 ms.

This will give a round-trip delay savings of approximately
40-60%, and much of it is owed to the local processing in the

== Cloud-only

300

fog layer, decreased propagation overhead, and utilization of
pre-buffered encrypted sets of questions. In turn, the
interaction approach was nearly real-time even in the
conditions of the high-density deployment as depicted in
Figure 11. The encryption of communications to AES-256,
which guaranteed the secrecy of the content, was provided
during the experiments, and the key exchange between the
cloud, fog, and edge layers was implemented on the basis of
the key exchange mechanisms powered by ECC. All these
results lead to the latency benefits of the fog-level processing
in the TransExa-Fog architecture.

Fog-enabled

250 \

200

Latency (ms)

150

100

50

Cloud-only

Fog-enabled

Fig. 11 Latency comparison between cloud-only and fog-enabled TransExa-Fog systems

8.2. Bandwidth Consumption
Bandwidth consumption was measured on 1,000 active
devices at a constant test load of examinations:

e  Cloud-only system: Intensive upstream traffic, caused by
high frequency, device-level synchronization.

e Fog-based system: Bandwidth in upstream bandwidth
reduction of close to 45 percent by batched local AES-
256-caching of fog nodes and synchronization.

The minimalized amount of communication routes to the
cloud also increases the resilience of the entire network
structure of the one in question and decreases the problem of
load during the peak, which is a feature of the high-density
deployment. The results indicate that the bandwidth efficiency
of the fog-cloud hybrid solution is particularly applicable to
the delivery of massive parallel exams.
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8.3. Fog Node Load Handling
Fog nodes were tested regarding the capability to support
simultaneous connections of numerous devices:

1. Connection processing: Approximately 800-1,000
devices/fog node spent time in a stable state.

2. Resource usage: There was no usage of the fog nodes that
went beyond the set limits (CPU 70% and RAM 65%).

3. Load distribution: the distribution of workloads evenly
between the nodes of the system was done to maintain the
responsiveness and low latency of the system.

These notes reveal that the TransExa-Fog framework can
be scaled and can even accommodate large examination
centers whose performance loss is not apparent. The results
also confirm the scalability and consistency of the fog layer in
terms of resources in heavily crowded examination rooms.
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Fig. 12 Bandwidth usage for cloud-only vs fog-enabled systems
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Fog Node Load Handling
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Fig. 13 CPU and RAM uitilization of fog nodes under varying device loads

8.4. Recovery Stability During Network Interruptions
The fault tolerance was also tested, which served as a
temporary scenario of WAN disconnection:

1. Cloud-only system: There was an increase in risk of
answers being lost during network interruptions.
2. TransExa-Fog system: There were no losses of data,

which was guaranteed by AES-256-encrypted local
buffering, logging integrity checked, and automatic
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synchronization of  batches

connectivity.

on re-establishing

The results of such are an indication of the ability of the
system to provide secure, lossless, and continuous
examination operations even when the network is unstable or
unsynchronized.
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Fig. 14 Response recovery behavior under temporary network outages

8.5. Summary of Experimental Results
The testing experiment demonstrates that TransExa-Fog
offers:

1. Reduction of latency in a significant way, relative to more
traditional cloud-only architectures.

2. Reduced bandwidth usage by encrypted fog-level caching
and batch-based synchronization.

3. Good load control, with the ability to support a high-
density deployment of candidates.

4. Unable to disrupt or lose data. Fault-tolerant operation
during network interruptions.

5. Extensive security through AES-256 encryption and key

exchange based on ECC on all levels.

These findings confirm the usefulness and resilience of
the proposed architecture in regard to massively secure and
reliable digital examinations as well as its practicality in
regard to its implementation in real academic settings.

8.6. Statistical VValidation of Experimental Results

In order to make sure that the experimental observations
could be reliable and consistent, all the performance
evaluations of the proposed TransExa-Fog systems were
performed with repeated simulation runs under the same
configurations. Each experiment was repeatedly run 30 times
independently, and the values mentioned in the results are the
averaged values calculated over these repetitions. By doing so,
we reduce the effects of transient variations due to network
variability and the effects of system scheduling. Under latency
assessment, the fog-enabled structure showed a mean end-to-
end latency of 94.6 ms with a standard deviation of 8.3 ms ,
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and the cloud-only baseline had a mean latency of 238.1 ms
and a standard deviation of 15.7 ms with similar workload
conditions. On the basis of these observations, the mean
decrease in latency by TransExa-Fog is in the range of 40-60
percent and the ninety five percent confidence limit at 4.2
percent which implies that the results are statistically
consistent in terms of the improvement in performance over
repeated runs. Besides the average-case analysis, stress testing
was conducted at the peak load scenario by adding more and
more concurrent candidate devices than the nominal setting.
The layer of fog did not have any performance loss and
functioned steadily until some predetermined use of resources.
These findings testify to the fact that the system does not
experience a sudden performance outburst when it is in high-
load conditions. The behavior of scalability was also studied
by monitoring the performance of the system when the
number of connected devices was increased in a proportional
manner between the fog nodes. The experimental data show
that there is almost a linear scale effect between the limits
examined and prove that spreading workloads across a number
of fog nodes is an effective approach to avoiding a bottleneck
and maintaining low latency even in dense examination

conditions. In general, all the features of repeated
experiments, statistical measures of dispersion, and
confidence limits prove that reported performance
improvements of TransExa-Fog are systematic and

reproducible, but not a result of single simulation runs.

8.7. Scalability and Stress Testing Analysis

In order to test the scalability limits and robustness of the
proposed TransExa-Fog architecture, further stress and
scalability tests were performed based on upper simulation



Abhilash Shukla et al. / IJETT, 74(5), 540-562, 2026

scenarios beyond the base case of 500 candidate devices.
These tests were to study the behavior of the systems in
extreme workload conditions, saturation limits of the fog-
nodes, and long network failures.

8.7.1. Scalability Beyond Nominal Deployment

The number of candidate devices in concurrence was
slowly raised to 500, then 1200, in the simulation Moreover,
the number of fog nodes was also raised proportionately. The
outcome suggests that the system is stable under the
conditions where the device-to-fog ratio is not more than 180-
220 devices per fog node. In this range, the end-to-end latency
marginally grew and exhibited a nearly linear growth pattern,
which validated that the workload has been well distributed
between the fog nodes. Increases in latency past this point
were nonlinear as resources began to compete with each other
on a per-fog node basis, reaching a practical expression of the
fog layer.

8.7.2. Fog-Node Saturation Threshold

The saturation of fog-nodes was observed based on the
CPU usage, memory usage, and the latency of the responses
to the gradually increasing loads. The results of the simulation
indicate that the fog nodes can be successfully operated in
reasonable usage rates (CPU utilization not exceeding 75%
and memory not exceeding 70%) until reaching around 900-
1000 simultaneous connections of the devices to the node. As
soon as these thresholds are surpassed, the queuing delays
begin to grow significantly, and this is the sign that
degradation of performance begins. The findings can be used
to give practical deployment recommendations on the number
of fog nodes required in large-scale examination facilities.

8.7.3. Stress Testing Under Prolonged Network Outages

Simulated scenarios that tested system resilience and
recovery behavior were those of extended WAN outage
scenarios. All candidate responses were buffered at the fog
layer during the outages up to 15 minutes without any loss of
data using the encrypted local storage. When connectivity was
restored again, batch-based synchronization took 12-18
seconds, depending on the amount of buffered data.
Inconsistency of the response during the recovery process, as
well as integrity violations, was never discovered, indicating
that even long-term disconnections do not affect the continuity
of the examinations.

8.7.4. Outlier and Extreme Case Observations

The outlier conditions were also tested, such as sudden
bursts in simultaneous logins, like the bursts in simultaneously
submitted answers around test deadlines. Although these
extreme events triggered a spike in latency, the load-balancing
and buffering systems implemented by the fog framework
prevented system malfunction and guaranteed data capture
consistency. These findings prove that TransExa-Fog
maintains a graceful performance degradation as opposed to
sudden service failure due to extreme operating conditions. In
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general, the scalability and stress testing outcomes indicate
that the proposed architecture can be used to reliably execute
high-density examination settings through the adequate
scaling of fog-node deployments. The results also confirm that
TransExa-Fog stands strong even when subjected to heavy
workloads and when networks are taken offline, allowing it to
be a viable solution to large-scale and high-stakes digital
examination systems.

8.8. User Experience and Usability Observations

Even though the main objective of this research is to
determine the performance and security aspects of a system,
the user experience within the simulated examination
scenarios was qualitatively measured to determine the
practicality of the system. The architecture made possible
through the use of the fog led to a major decrease in the
number of perceivable delays during the loading of questions
and submission of answers, leading to a more responsive and
smooth examination interface presented to the candidates. The
minimization of the latency contributed to the reduction of
interruptions and removed redundant delays in synchronizing,
which is not uncommon in cloud-only examination systems.
On the side of the candidates, the presence of a buffer at the
level of the fog allowed continuous study of the exam even in
the case of momentary instability in the network, eliminating
the stress and negative uncertainty of connection breakdowns.
Local response saving in automatic mode also boosted user
confidence, as there was no chance of data loss during
submission. The proposed architecture was also beneficial to
invigilators and examination administrators. Localized
supervision Fog level monitoring provided local invigilators
an opportunity to detect anomalies or technical problems in
their activity in time, and did not use centralized cloud
dashboards. This minimized operation overhead and enhanced
situational awareness when examining high-density areas. The
cited usability attributes, overall, suggest that TransExa-Fog
facilitates a stable and low-disruption examination experience
on both sides - the candidates and the administrators.

9. Comparative Analysis with State-of-the-Art
The proposed TransExa-Fog architecture and traditional
cloud-only examination system are comparatively detailed in
Table 3 and compared with the existing fog-based education
platforms. The analysis demonstrates the tremendous
improvements that are offered by TransExa-Fog in most of the
performance factors, like latency, bandwidth efficiency, fault
tolerance, security, and scalability. Unlike traditional cloud-
based models, which are usually quite volatile and latent,
TransExa-Fog will take advantage of the local processing in
the fog to enhance the time to respond, in addition to reducing
the dependence on the wide-area network links. The
architecture also includes robust security measures like the
AES-256 encryption, the key management based on ECC, as
well as fog-level logging that ensures greater security against
data manipulation and unauthorized users. Altogether, this
results in the facts that TransExa-Fog performs better
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regarding its performance, reliability, and scalability
regarding the operations, which is why this is highly
applicable to the digital examination of high-stakes and large-
scale operations. It is an understatement that the design
approach to TransExa-Fog has added a lot to the improved
performance of the software, as it has ensured that the
software is dedicated to localized processing and reduced the
necessity to deploy wide-area networks. The critical
operations, such as authentication, buffering, and
synchronization, are brought closer to the user at the fog layer,
and consequently, the communication delays are minimal, and

the congestion of the network is reduced. Furthermore, AES
encryption and key management based on ECC are merged in
order to provide a good security level and maintain high
computational efficiency. There are multiple overall impacts
of all such design options that ensure that the latency is
minimized, the overall fault tolerance is enhanced, and the
overall scalability is better than the fossil-based cloud-only or
partial mist fog-enabled solutions. User satisfaction levels
across reliability, usability, scalability, and responsiveness are
illustrated in Figure 15.

Table 3. Comparative analysis of cloud-based, existing fog-enabled, and proposed transexa-fog examination systems across key performance metrics

Feature Cloud-Based Existing Fog-based Education System TransExa-Fog

Latency 220-260 ms 140-180 ms 80-110 ms
Bandwidth High Upstream Moderate ~45% lower

Offline e . .

Support None Partial (limited caching) Full fog caching

Security Basic cl_oud Encryption + MEA AES-256 + ECC + MFA + Fog level

encryption logs
Fault - .

Tolerance Low Medium Zero answer-loss (fog buffering)
Scalability Good Good Very High (distributed fog layer)

Satisfaction Survey
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Dissatisfied ~ m Extremely Dissatisfied

Fig. 15 User satisfaction level across multiple performance categories using the proposed transexa-fog system

10. Future Enhancements

To make the proposed system even better, certain
improvements that are even more sophisticated can be
explored in the context of further work. Intelligence, deployed
with the help of Al, and security systems based on Blockchain
can be applied to make the architecture more flexible, reliable,
and resilient, which can potentially address the current

559

challenges in the distributed computing environment. The
potential future enhancements are the adoption of Al-based
anomaly detection, which can identify any suspicious activity,
unauthorized access, and deviant behavior in the process of
conducting online tests. Lightweight cryptography protocols
can be used to attain strong security and be optimized to use
resource-constrained edge devices in order to reduce the level
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of computation. In addition, blockchain-based audit trails will
outperform the tamperproof examination event logging,
enhance transparency, and maximize the data integrity of
cloud-edge settings.

10.1. Ethical, Privacy, and Regulatory Considerations

The TransExa-Fog design integrates the ethical and
privacy-by-design concepts to have responsible use of
examination data.

Minimization of data is imposed through gathering of
information that is necessary to deliver examinations,
authentication, and evaluation to decrease avoidable
revelation of personal or behavioral information. The
candidate information and examination artifacts are meted out
under the principles of data protection, which are commonly
considered, such as the General Data Protection Regulation
(GDPR), like purpose limitation, storage limitation, and
access control.

Only the time necessary by the institutional policies is
maintained in sensitive data, after which they are safely stored
or destroyed. Biometric data utilized as authentication is
afforded special safeguards. The templates of biometrics are
encrypted and stored at the fog layer, and the templates are
never sent in plaintext to the cloud’s servers.

Role-based access control limits access to biometric
records, and biometric verification is only done to verify
identity in examination rooms. Regulatively, the proposed
architecture will facilitate compliance by institutions through
secure audit logs, controlled data access, and traceable system
operations. These steps can help in maintaining transparency,
accountability, and compliance with the requirements of
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