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Abstract - This paper introduces a two-stage ensemble machine learning architecture of network Intrusion Detection Systems
(IDS), which is developed to improve the accuracy of detection and reliability of classification in a more complicated cyberspace.
The proposed model operates in two phases: Stage A involves binary classification to differentiate between benign traffic and
malicious activity with the help of a calibrated stacking ensemble of Random Forest, Gradient Boosting, and XGBoost
classifiers; Stage B involves the use of a multi-class attack categorization through a Random Forest classifier that will be trained
only on attack samples. The CIC-1DS2017 dataset was used to evaluate the system and includes more than 2.8 million records
of network traffic, with varied attack scenarios. Preprocessing involved normalization of features, filling in of missing values,
and screening of 78 flow-based numerical features. As a result of the experiments, the two-stage ensemble obtained 99.92%
accuracy in binary classification and 99.83% accuracy in multi-class classification on 14 types of attacks. The model scored
close to the optimum ROC-AUC (0.99987) and was able to reduce the bias of class imbalance using probability estimation and
threshold optimization. It was compared and found that the proposed system was superior to the existing methods of ensemble
and deep learning techniques in accuracy and computation efficiency. The results prompt the future prospects of multi-level
ensemble learning to enhance the performance of IDS with regard to modern network infrastructures. The further developments

in the field will focus on adaptive learning to unknown threats, and implementation together with real-time network defenses.

Keywords - Ensemble Learning, Intrusion Detection, Machine Learning, Network Security, Random Forest.

1. Introduction

The growing complexity of cyber threats and their
frequency have made Intrusion Detection Systems (IDS) an
essential part of ensuring the integrity of network security. It
is described in the past literature that conventional signature-
based IDS is often unable to identify new attacks or attacks
that have evolved, because they rely on predefined patterns
and, as a result, do not identify the zero-day attacks [11]. In a
bid to curb these inadequacies, scholars have embraced
machine learning-based anomaly detection algorithms that
have the potential of identifying new forms of attacks never
witnessed before [19, 21]. However, most existing machine
learning methods have class imbalance challenges, probability
miscalibration, and optimal threshold issues, thus affecting the
detectability of an object in a real-world setting [8, 10].

Benchmark datasets have been effective in the evaluation
of the efficacy of IDS. The first sets, like KDD CUP 99 [3]
and UNSW-NB15 [2], were also key but were prone to
redundancy as well as obsolescence of attack types. The CIC-
IDS2017 dataset [1] ameliorated these shortcomings by
offering a realistic traffic alongside modern attack models,
such as the DoS attacks, DDoS attacks, and PortScan, among

OISO

others [12]. Random Forest [4], Gradient Boosting [5], and
XGBoost [6] are examples of ensemble learning strategies that
have been shown to be more effective when used in the
context of IDS due to the ability to combine many classifiers
to reduce bias and variance. [16, 29] empirically demonstrated
that a combination of tree-based models improves the
detection rates, while [22, 28] highlighted the high accuracy
of ensemble recognition compared to single classifiers.

Based on these findings, the current research sets out an
ensemble learning model that is applied in two phases to
optimize binary detection and multi-class attack recognition
by using calibrated stacking and optimized threshold tuning.
The desired result is to attain high detection rates and
resistance to skewed network traffic [24], which will
overcome salient constraints of current IDS architectures.

Although machine learning has been widely adopted for
intrusion detection [26], a large portion of prior work employs
single-stage classification frameworks that handle both binary
and multi-class detection within a unified model. Such designs
often suffer from task interference, probability miscalibration,
and degraded performance under highly imbalanced traffic
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conditions. In particular, prior ensemble and deep learning-
based IDS models tend to optimize accuracy alone [20],
without sufficient consideration of calibrated decision
thresholds or class-wise detection reliability.

Dynamic Time Warping (DTW) clustering captured four
different user behavior patterns, representing idle times,
intermediate traffic, and intense bursts of usage [31]. Network
traffic behaviors are visualized using scatter plots, clustering
maps, and seasonal decomposition graphs, which give
actionable insights to network administrators.

This study addresses these limitations by introducing a
two-stage ensemble intrusion detection framework that
separates coarse-grained detection from fine-grained attack
classification. Unlike prior approaches, the proposed model
integrates probability calibration and threshold optimization
into a stacking ensemble for binary detection, followed by a
dedicated multi-class classifier trained exclusively on
malicious traffic.

This design reduces class interference, improves
detection stability under imbalance, and enhances
interpretability, thereby contributing to a practical and
scalable IDS architecture suitable for real-world deployment.

Recent studies have explored ensemble learning and deep
learning approaches to improve intrusion detection accuracy.
[30] demonstrated that combining tree-based classifiers can
enhance detection rates; however, their approach relied on a
single-stage architecture, which may limit scalability in
imbalanced environments. [17, 18] employed deep learning
models that achieved competitive performance but required
extensive computational resources and large labeled datasets.

Several works have addressed class imbalance using
resampling strategies or cost-sensitive learning [16], yet these
methods may distort data distributions or introduce bias.
Moreover, limited attention has been given to probability
calibration and threshold optimization, despite their
importance in security-critical applications [8, 10].

In contrast to existing methods, the present study adopts
a two-stage detection strategy that explicitly separates binary
detection from multi-class attack classification. By
incorporating calibrated probability estimates and optimized
thresholds, the proposed framework addresses both imbalance
and misclassification risks more effectively than prior single-
stage ensemble or deep learning-based IDS models.

This work contributes to intrusion detection research in
the following ways:

e  Atwo-stage intrusion detection architecture that separates
binary detection from multi-class attack classification to

reduce task interference.
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A calibrated stacking ensemble with optimized decision
thresholds to improve detection reliability under class-
imbalanced traffic conditions.

Experiments conducted on the CIC-IDS2017 dataset
confirm that the two-stage ensemble framework
maintains strong detection accuracy while operating with
low computational overhead across diverse attack
scenarios.

1.1. Objectives of the Study

The objective of this study is to develop and evaluate a
two-stage ensemble-based Intrusion Detection System (IDS)
that enhances detection accuracy, probability calibration, and
attack categorization performance.

Specifically, the study seeks to design a two-stage IDS
framework in which Stage A performs binary classification to
distinguish benign from malicious traffic, while Stage B
conducts multi-class classification to identify specific attack
types; implement a calibrated stacking ensemble that
integrates Random Forest, Gradient Boosting, and XGBoost
classifiers for reliable probability estimation; conduct a
comprehensive performance assessment using the CIC-
IDS2017 dataset with emphasis on precision, recall, F1-score,
and ROC-AUC; and compare the proposed model with
existing IDS approaches to demonstrate its effectiveness and
efficiency in real-world cybersecurity contexts.

2. Materials and Methods

This paper used a well-organized experiment procedure
and covered data preprocessing, feature selection, model
development, hyperparameter optimization, and performance
assessment.

The design of the methodology was strictly tailored in
order to incorporate reproducibility, strength, as well as a fair
comparison to extant Intrusion Detection System (IDS)
techniques.

2.1. Experimental Setup

All model training and testing procedures were executed
on a workstation with the following hardware and software
specifications:

Processor: Intel® Core™ i5

Memory: 20 GB RAM

Operating System: Windows 11

Development Environment: Python 3.10

Libraries: scikit-learn 1.3, xgboost 1.7, numpy 1.24,
pandas 2.0

This environment ensured stable training, efficient
inference, and full reproducibility of the results.
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Fig. 1 Dataset distribution across traffic types for training and testing sets (CIC-1DS2017)

2.2. Data Sources and Preprocessing

The experiment utilized the CIC-IDS2017 dataset, which
is a realistic network traffic of benign and malicious flows.
The dataset has 2.8 million instances with 80 features and
analyzes the diverse attack situations across several days. This
study, as per the dataset characterization conducted, focused
on network-layer attacks, which can be identified by flow
statistics. [25] emphasized the importance of generating
realistic data using the fuzzy qualitative model, which also
supports our choice of the CIC-1DS2017 dataset to ensure the
applicability in the real world.

There were a number of systemized steps in data
preprocessing. First, the names of columns were normalized,
and any missing value was filled with a 0. StandardScaler was
used to standardize the numerical attributes, but the non-
numeric identifiers were removed to prevent data leakage. It
was done by Unicode normalization to the label column to
ensure uniformity in the different nomenclatures of attacks.

2.3. Feature Selection

Once identifier-based fields (IP addresses, ports, and
timestamps) were removed, 78 numerical flow features
remained. These features represent statistical summaries of
network flow behavior, including packet rate, byte rate, inter-
arrival time, and header-related measurements that are
commonly associated with anomalous traffic patterns. Such
flow-based characteristics are independent of host-specific
identifiers and reduce the risk of information leakage. This
feature selection strategy aligns with hybrid intrusion
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detection studies reported in [13], which emphasize that
statistical  flow features significantly improve the
effectiveness of multi-stage detection architectures. Feature
normalization using StandardScaler was applied to ensure
uniform feature scaling, which is essential for calibrated
probability estimation and meta-classifier convergence. The
removal of identifier-based attributes prevented information
leakage and ensured that classification relied solely on
behavioral traffic characteristics.

2.4. Model Architecture

Random Forest, Gradient Boosting, and XGBoost were
incorporated to exploit their distinct learning behaviors within
the proposed ensemble. Random Forest contributes stable
performance under noisy traffic conditions, Gradient Boosting
enhances discrimination through iterative error correction, and
XGBoost offers efficient learning for high-dimensional flow-
based features. Their integration through stacking enables the
model to leverage diverse decision boundaries while
minimizing overfitting.

2.4.1. Class Imbalance Handling

The CIC-IDS2017 dataset contains strong imbalances in
the traffic distributions, as there are attack modalities that are
represented significantly more than others. The research used
a class_weight of balanced to tree models to maintain data
integrity and avoid distortion caused by the oversampling
effect or undersampling to enhance the detection of minority
classes, which was accompanied by probability calibration
and threshold optimization. This methodology follows the
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guidelines of [13, 15] on how to deal with the imbalance of a
hybrid IDS architecture.

2.4.2. Stage A: Binary Classification (Benign vs Attack)

Random Forests, Gradient Boosting, and XGBoost were
stacked to form a stacking ensemble. The ensemble used a
meta-classifier that was logistic regression, which fit the
framework of stacked generalization [7]. In order to enhance
probability calibration, Calibrated Classifier CV with a
sigmoid calibration scheme has been included [8, 9], which
has proven to be effective in Cybersecurity [14].

PO =11 =0 (S L wifi )
Equation (1) Binary Classifier

where f;(x)represents base classifier predictions, w;are
ensemble weights, and ois the sigmoid function for
calibration.

2.4.3. Stage B: Multi-class Classification

To classify attacks of such type, a Random Forest
classifier was trained only on malicious samples. This design
also eliminates the possibility of label leakage, and it makes
the following multi-class classifier less likely to confuse the
differences between attack patterns and benign traffic.

2.4.4. Hyperparameter Optimization

All models had grid search hyperparameters tuned with
stratified validation, thus ensuring equal participation of
minority attacks in the tuned models. The important optimized
parameters were:

e Random Forest:
o n_estimators = 300
o max_depth =20
e  Gradient Boosting:
o n_estimators = 200
o learning_rate = 0.1
e XGBoost:
o max_depth=16

o eta=0.3
o subsample =0.8

e Logistic Regression (meta-classifier):
o C=10

These settings achieved the best trade-off between
accuracy, calibration, and computational efficiency.

2.4.5. Threshold Optimization
The study used the method of optimizing the threshold
using the F1-score as [10].

. - 2P@RE)
T' = argmax Fl(7) = arg max PEO+R(D)

Equation (2) Threshold Optimization

where P(t)and R(t)represent precision and recall at
threshold .

In order to determine the best decision boundary of Stage
A, a precision-recall curve analysis was undertaken. The
model chose an optimized probability threshold of 0.256
instead of the default probability threshold of 0.50, as using
this would yield the best precision-recall balance.

This modification greatly enhanced the identification of
minority classes of attacks, while preserving the same time
preserving high accuracy of benign traffic.

The optimized threshold was used to make sure that the
binary classifier was operating at a position giving maximum
detection reliability, especially in intrusion cases of
imbalanced conditions.

2.4.6. Cross-Validation

The study used stratified 5-fold cross-validation in the
hyperparameter tuning in order to confirm the stability of the
model and to avoid overfitting. Stratification was done to
make sure every fold had equal representation of all types of
attacks, which enhanced the reliability of generalization.

2.5. System Workflow

The workflow starts with preprocessing, whereby raw
network flows are post-processed, made standard, and
converted into numerical feature vectors. Such vectors are
subsequently forwarded to Stage A, which does binary
classification to ascertain whether the traffic is benign or
malicious.

In case the flow is determined as malicious, it is sent to
Stage B, where a purpose-specific multi-class classifier is used
to assign it to one of the 14 attack categories. The sequential
design minimizes the computing cost, does not allow benign
traffic to affect the decision boundary of multiple classes, and
facilitates more precise and fine-tuned detection of attacks.

2.6. Ethical Considerations

The dataset employed in this research was the publicly
available CIC-IDS2017 dataset that was gathered and shared
by the Canadian Institute of Cybersecurity (CIC) to be used in
academic research. There is no empirical data in the dataset
that would provide any Personally Identifiable Information
(PI) or sensitive user data, which meets the ethical and
privacy requirements of research. The analyses were done in
compliance with guidelines on data use at an institutional
level.
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Fig. 2 IDS workflow for two-stage architecture

3. Results and Discussion
3.1. Stage A: Binary Classification Performance

The stacking ensemble showed excellent performance in
discriminating between benign and attack traffic. With well-
balanced precision, recall, and F1 scores in both classes, as
indicated in Table 1, the system had an accuracy of 99.92%,
and this indicates a stable and consistent behavior in detection.
It is further supported by the ROC-AUC of 0.99987, which
indicates that the model is highly robust in separating benign

and malicious traffic and is capable of identifying even minor
tendencies of intrusion. The performance level shows that the
ensemble is able to reflect the underlying statistical properties
of network flows and be robust to various traffic conditions.
The use of stratified k-fold cross-validation ensured that the
model did not overfit dominant traffic classes and maintained
stable performance across validation folds. The consistency of
precision, recall, and F1-score values across both detection
stages indicates balanced learning behavior and confirms that
the model did not exhibit underfitting or overfitting.

Stage A: ROC Curve

1.000

(Near Perfect Separation)

0.999

e
o
O
®

e
o
1
<2

True Positive Rate

0.996

0'9%5.000

0.002 0.004

= ROC curve (AUC = 0.99987)
— =~ Random classifier

0.006 0.008 0.010

False Positive Rate
Fig. 3 ROC curve for Stage A showing near-perfect class separability (AUC = 0.99987)

Table 1. Stage A binary classification results

Metric Benign Attack Weighted Avg
Precision 99.97% 99.73% 99.92%

Recall 99.93% 99.86% 99.92%
F1-Score 99.95% 99.79% 99.92%
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Experimental findings show that the proposed model
consistently detects malicious traffic while producing
negligible false negative and false positive rates. The slightly
reduced accuracy of the type of attack suggests that only a
small percentage of benign samples have been wrongly
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labeled as malicious- a property that is seen as beneficial in
security-critical settings. Moreover, the almost optimal ROC-
AUC is further evidence that the ensemble classifier is capable
of separating benign and malicious traffic in a wide range of
decision thresholds. The model is always achieving
exceptionally high marks in all measurements; benign traffic
has slightly better values that can be explained by a bigger

representation in the dataset. Attack traffic also scores almost
equally high, which means that the classifier correctly
recognizes malicious flows with minimal error. Such a
graphical comparison highlights the balancing behavior of the
stacking ensemble and supports the numerical outcomes of
Table 1.

m Benign = Attack
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Fig. 4 Stage A binary classification performance showing precision, recall, and F1-score for benign and attack classes
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Fig. 5 Precision-Recall curve for Stage A showing optimal threshold selection (0.256)
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The threshold optimization gave an optimal operating
point of 0.256, which yielded an optimal performance in terms
of false positives and false negatives. This parameterized
threshold significantly exceeds the default threshold (0.5),
particularly in terms of recall during attack detection. The
lower threshold of 0.256 will increase the sensitivity of the
model to identify small anomalous malicious patterns, which

otherwise would be ignored. This is particularly relevant in the
case of minority attack classes in which the need to recall is
necessary to curb undetected attacks. Such a recall
enhancement with insignificant influence on accuracy justifies
the effectiveness of probability calibration as a combination of
threshold tuning.

Table 2. Stage B Multi-class classification performance

Metric DDoS HULK PortScan GoldenEye FTP-Patator Overall
Precision 100.0% 99.96% 99.99% 99.61% 100.0% 99.83%
Recall 100.0% 99.99% 99.97% 99.67% 100.0% 99.83%
F1-Score 100.0% 99.97% 99.98% 99.64% 100.0% 99.83%
Support 38,428 69,409 47,614 3,063 2,376 167,294

The results of Table2 explain that the multi-class
classifier was exceptional and produced almost perfect
precision, recall, and F1-scores on a heterogenous set of attack
types. The high-volume attacks, i. e, DDoS, DoS -HULK, and
PortScan, achieved almost optimum performance in all
metrics, which can be explained by their clearly defined and
globally acknowledged traffic signatures. Even less intense
and more subtle attacks, including DoSGoldenEye and FTP-
Patator, were correctly identified despite the very small
sample sizes. The compatibility of the metrics shows that the
model was able to internalize the behavioral signatures of
every type of attack and generalize. These results are in

support of the strength of the Stage B classifier and its ability
to deal with heterogeneous intrusion cases, with a minimum
level of misclassification. Attacks with high frequency,
including Heartbleed, FTP-Patator, PortScan, and DoS-based
attacks, all performed with near-perfect accuracy, which
means that the model is able to identify their typical traffic
patterns. Even though the performance of all categories was
good, the infiltration attack had the lowest accuracy, mainly
because it had a small sample size and the behavioral signature
was not conspicuous. However, this attack type also had a
strong performance, thus highlighting the resilience of the
Stage B classifier in a wide range of intrusion conditions.

Stage B: Confusion Matrix (Network Layer Attacks)
Exceptional Performance Across All Attack Types
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Fig. 6 Stage B multi-class attack classification
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The confusion matrix showed that the rate of
misclassification between categories of attack was low, and
most errors occurred with low sample categories. The

performance is above the recent findings that have been
reported in the literature, hence showing that our two-stage
approach is effective.

Heartbleed 1
FTP-Patator 1
PortScan 1
DOS HULK 1
DDoS 1
SSH-Patator 0.999
DoS GoldenEye 0.997
Bot 0.997
DoS Slowloris 0.997
DoS Slowhttptest 0.994
Infiltration 0.917
6 0‘.2 0‘4 0‘.6 0‘.8 i 1.2
Accuracy

Fig. 7 Confusion matrix for Stage B showing classification performance across network-layer attacks

Incorrect identifications were rare and most common in
low-frequency categories like infiltration-based attacks,
where there is a scarcity of samples, which restricts the
learning signal.

However, the low error rates did not have a significant
impact on overall performance. The distinctiveness of the
categories of attacks shows that the feature space is helpful in
capturing the differences in the behavior of the attacks, and the
model will reduce the similarity of tightly related attack types.

3.2. Comparative Analysis

The results significantly outperform existing approaches
in the literature. As shown in Table 3, the proposed method
achieves superior performance compared to recent ensemble-
based IDS proposals. The observed performance gains stem
from three key design choices: the use of calibrated

probability estimates to mitigate class imbalance [8],
threshold optimization to enhance F1-score performance [10],
and a two-stage architecture that separates binary detection
from multi-class attack classification, thereby reducing task
interference.

The fact that the steady performance improvement was
obtained on both binary and multi-class experiments indicates
that the presented two-stage architecture is more compatible
with the hierarchical character of intrusion detection [27].
Unlike the single-stage deep learning models or hybrid
models, the proposed system avoids task interference in terms
of isolating coarse-grained and fine-grained detection, hence
attaining better accuracy and stability. This is particularly
significant in contrast to deep learning methods that, in many
cases, have increased data requirements and higher
computational complexity.

Table 3. Performance comparison with recent works

Study Approach Binary Accuracy Multi-class Accuracy
This Study Two-stage Ensemble 99.92% 99.83%
Kevric et al. (2017) Combining Classifier Approach 99.20% 98.10%
Aljawarneh et al. (2018) Hybrid Efficient Model 99.50% 98.70%
Vinayakumar et al. (2019) Deep Learning Approach 99.10% 97.90%
Kasongo & Sun (2020) Deep Learning with Feature Extraction 99.30% 98.20%
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3.3. Computational Efficiency

Although the architecture is highly elaborate in the form
of an ensemble, the system still has practical computational
needs. Stage A training took a total of about 3.3 hours, and
Stage B training took 43 seconds. Inference performance is
applied to deploy in real time, and it has the capability to
handle thousands of network flows per second. This efficiency
is consistent with the needs of a practical intrusion detection
system that are presented [23].

3 197.6m

10

42.9s

Time (seconds)

107!

Stage A

Stage B
Training

Training
Fig. 8 Computational efficiency comparison between training and inference stages

Comprehensively, the findings prove the effectiveness of
the suggested two-stage ensemble IDS. Stage A has a high
probability of filtering benign traffic with the highest level of
accuracy, and Stage B gives a fine-grained classification of
fourteen different types of intrusion with minimal failures.
The calibration, threshold optimization, and stratified training
also played a role in the strength of the system. In comparison
to the existing models of IDS, the proposed approach
demonstrated the state-of-the-art functioning and maintained
the practical computational demands and, thus, pointed to its
applicability to the real-world implementation.

Beyond overall accuracy, the proposed framework
demonstrates stable performance across both detection stages
when evaluated using precision, recall, F1-score, and ROC-
AUC. The binary stage maintains a strong balance between
false positives and false negatives after probability calibration
and threshold optimization, which is critical in imbalanced
intrusion detection settings where minority attack instances
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These findings indicate that not only is the system
accurate, but it is also computationally lightweight, which
makes it appropriate to be deployed in security operations
centers in near-real time. The fast inference rate is essential in
the work of a large-scale monitoring setting where thousands
of flows are analyzed every second. The tradeoff between
accuracy and efficiency is a reaction to one of the general
limitations of IDS research, in that, usually, the high-
performing models do not satisfy real-time guarantees.

1 OOms 50_ms
Stage A Stage B
Inference Inference

are easily misclassified. The multi-class stage further shows
consistent classification behavior across the fourteen attack
categories, indicating that separating benign filtering from
attack categorization reduces task interference and improves
fine-grained attack identification. In addition, stratified k-fold
cross-validation confirms that the reported metrics are stable
across folds, suggesting that the model generalizes well and
does not exhibit overfitting to the dominant benign class.

4. Conclusion

The proposed research is a two-step ensemble learning
system that detects network intrusion, aiming to improve the
level of detection and reliability of classifications. Combining
the use of stacking ensembles that have been calibrated in
Stage A with the Multi-class classification based on the use of
the Random Forest in Stage B, the model is effective in
separating between benign and malicious traffic, as well as the
ability of the model to identify certain types of attacks.
Assessment based on CICIDS2017 data shows the state-of-
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the-art performance with 99.92 percent binary accuracy and
99.83 percent multi-class accuracy with fourteen types of
attacks.

The three main aspects that contributed to the success of
the proposed model are (1) binary and multi-class tasks
segregation, hence minimizing class interference, (2) the use
of probability calibration and threshold optimization, which
increases the reliability of decisions, and (3) the use of an
ensemble-based approach, which reduces overfitting and
improves generalization. The comparison with the existing
intrusion detection models proves that the given approach is
better than the current ensemble and deep learning solutions
in terms of accuracy, recall, and computational efficiency.

Despite the fact that the proposed two-stage ensemble
model has high accuracy and robustness, there are a number
of limitations that should be mentioned. The experiments are,
first, only carried out on the CIC-IDS2017, which, although
realistic, might not capture emerging or application-layer
attack patterns completely.

Second, the research concentrates more on network-layer
traffic and does not include payload-based and encrypted flow

References

features. Lastly, the requirements of the computational
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be informed by these limitations.
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