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Abstract - Using information technology in various communication methods produces a massive amount of data. In current
years, data size is increasing because of gathering business information, the Internet of Things (l1oT), the enormous growth of
social networks, etc. If the data size is large, it has two main issues: processing and storage. These issues can be solved using
Cloud Computing. Cloud Computing provides the facility of the virtual environment. Where data is stored and processed on
virtual servers. Cloud computing also provides a reliable, scalable, fault-tolerant environment to handle Big Data in Distributed
Management systems. Big Data, a collection of homogeneous and heterogeneous information scaling up at very high-speed
need, needs to be analysed without chance of any error and mistake, which may lead to improper and compromised evaluation
from where the reliability measure needs to be adapted into the frame. This paper aims to provide detailed information regarding
Big Data in Cloud Computing, such as definitions, Characteristics, technologies used, and reliability of Big Data in Cloud
Computing. This paper describes the research challenges and different security aspects of Big Data. Finally, the reliability of

Big data in the Cloud Computing paradigm is analysed in terms of the probability distribution
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1. Introduction

This paper explores the idea of Big Data and Cloud
Computing. Firstly we understand the concept of data. The
raw material of information is known as data before being
arranged, organised, and processed. Information cannot be
used primarily until processed and without performing a
preparatory operation on given raw material or data. Data is
raw facts and figures obtained through some experiment or
survey, and the information is extracted after performing
analysis and processing. In recent years, there has been a deep
interest in storing and processing a large amount of data such
as science, finance, government, etc. Big Data is a dataset with
a giant size and capacity of traditional software tools that are
commonly used these days are insufficient to manage and
process data in specified periods with variety, velocity,
volume and value, and veracity[1]. The word Big Data is used
to represent the large amounts of data that are organised in a
structured, semi-structured, and unstructured format. Data is
being warehoused and gathered from material available on the
web, internet business, bank cards, and social networking
sites. There is a large number of software tools have been
designed to support Big Data and Cloud Computing. The
Cloud computing environment provides three significant
attributes, which are reliable, accessible, and scalable to big
data platforms which perform data storage and processing
[2,3]. The two mentioned Big Data, and current developing

technologies can distinguish Cloud Computing. Big Data and
Cloud Computing provide the basics for managing a broad
scope of data resources. The primary intent of this paper is to
discuss an extensive exploration of Big Data and Cloud
Computing  environment  definition,  characteristics,
classification of Big Data, a storage system of Big Data,
Hadoop, Map Reduce technology discussed besides, focus the
discussion on Cloud Computing definition, characteristics,
models of Cloud Computing, technologies used for Cloud
Computing such as Microsoft Azure, AWS, etc. This paper
also discusses the relationship and reliability of Big Data in
the Cloud Computing paradigm regarding software, hardware,
and data itself, respectively. Moreover, content-based
reliability and system reliability are discussed along with
reliability function and hazard rate.

2. Big Data

The term® big data’ was introduced when handling vast
amounts of data generated by different sources, such as social
media, was very complex in the conventional database system.
The conventional system could not handle, analyse and
manage these data efficiently. Big data is a new platform
applicable in every field where data is a vast and significant
concern. The number of authors defined big data as follows in
table 1, and there are various big data resources as shown in
figure 1.
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Table 1. Bi
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Data Definition by Various Authors

Definition1[4,5]

“Big data is high volume, high
velocity, and high variety information
assets that require new forms of
processing to enable enhanced
decision making, insight discovery,
and process optimisation.”

Definition2[6]

“Big Data is data whose size forces us
to look beyond the tried-and-true
methods that are prevalent at that
time.”

Definition3[7]

“Big data refers to datasets with sizes
beyond the ability of common
software tools to capture, curate,
manage, and process the data within a
specified elapsed time.”

Definition4[8]

“Big data differs from ‘regular’ data
along four dimensions, or ‘4 Vs’-
volume, velocity, variety, and
veracity.”

Definition5[9]

“Big data—that is, the sophisticated and
rapid analysis of massive amounts of
diverse Information.”
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Big data is presently characterised by 9 Vs[10], as shown
in figure 2, and brief details are tabulated below.

e Veracity

Veracity refers to the meaningful data concerned with
storage and mining corresponding to the challenges being
analysed. It talks about the noise biases and abnormalities
present in data. It mainly focuses on the quality of data.

Ex. Data from a medical experiment or trial, the degree to the
accuracy of data

e Value

To determine the measurable and financial impact of Big
Data, it goes for transformation and analysis. It includes the
extraction of value from massive data

Ex. Useful information within the data field containing
numeric quantity, textual characteristics, date or time
measurement

e Volume

It is related to heavy data generated every day from
various sources such as social media, research fields,
advanced scientific computing fields, etc.

Ex. Social media such as Facebook, where data is uploaded
and downloaded daily in different formats such as images,
video, audio, etc.

e Variety

It refers to the various data formats, such as video, audio,
text, graphics, etc., due to the era of technology. They can be
structured or unstructured formats.

Ex. Social media posts, emoticons, audio, and animated
messages.
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e Velocity
It is concerned with data processing speed, including

collecting and analysing data from different sources.

Ex. Data streaming and processing, Bluetooth sensor flooding,
and the global positioning system.

e Validity

Validity refers to the correctness and accuracy of data
intended for use, the primary concern of data validity is
making the right decision from the data. It deals with the
uncorrupted transmission of data.

Ex. Checking the correct data type entered, consistency check,
format checking, range checking, and uniqueness check of
data.

o Volatility

Volatility refers to the retention of data for a certain
amount of time, business firms keep data secure for some time,
and the same data can be destroyed after the retention period

expires.

Ex. The warranty period of any product, the product's service
history during the warranty period.

e Variability

Variability refers to the inconsistency of data within
periodic change, including daily or seasonal; it deals with
event triggers data and how much the data varies in the period,

which is difficult to manage.
Ex. Clicks on the website after result declaration.

Visualisation

Visualisation refers to the comprehensibility of a huge
amount of data. Visualisation and analysis put raw data into
use. Otherwise, it remains useless. It helps to make large data
sets understood, able, and re adable with the help of graphs
and charts.

Ex. Use scatter plots, time series charts, cartograms, and dot
distribution maps.

Big Data

Structured Data Unstructured data Semi- structured data

Fig. 3 Big Data Classification
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2.1. Classification of Big Data

The structure of data is a benchmark in the categorisation
and classification of big data, which is uniquely categorised
into three distinguished categories, namely, structured data,
unstructured data, and semi-structured data, as shown in figure
3 shown below and the brief description of mentioned classes
of big data with examples are mentioned below.

2.1.1. Structured Data

Those types of data are represented in the well-organised
form of tables and databases to be processed with a specific
schema.

Ex. A relational database, excel files

2.1.2. Unstructured Data

Unstructured data cannot be represented in an organised
form. This type of data neither has a pre-defined data model
nor any schema.

Ex. Text, audio or files, mobile activity, social media
comments and posts, and images from satellite and
surveillance devices.

2.1.3. Semi-Structured Data

Semi-structured data cannot be represented by tabular
structure or pre-defined data model but have tags or markers
which distinguish semantic elements or fields contained
within data.

Ex. ML files, TCP/IP packets, web pages, zipped files.

2.2. Big Data Tools and Technologies

The current technologies cannot satisfy the need for Big
Data, and they are also not suitable and reliable for the
increasing speed of data transfer. These technologies have
lesser speed compared to increasing data. Several
technologies have been developed to meet the requirement of
a large amount of data.

Hadoop is one of the prominent and open-source tools for
handling big data, which utilises the concept of distributed
computing for data storage and parallel computing for
processing big data, respectively. HDFS (Hadoop Distributed
File System) is a specially designed file system for a cluster of
interconnected commaodity hardware machines. In contrast,
the processing component in Hadoop is Map Reduce, later
replaced by YARN (Yet Another Resource Navigator) in the
second version of Hadoop.

Some primary Big Data tools are given below with their brief
explanation.

2.2.1. Hadoop

Hadoop is a framework of java programming which
available free of cost. Hadoop is a part of apache software and
is provided by the foundation of apache. A large number of
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the dataset is processed by the Hadoop platform over a cluster
of servers, and numerous applications can be executed
simultaneously on the system with a large number of
computing and active nodes.

Hadoop provides a fast data transfer rate. It supports the
processing of datasets in the environment of distributed
computing. It works on the structure of the master enslaved
person. Hadoop is further grouped into two parts- Hadoop
Distributed File System is the storage component, and Map
Reduce is the processing one. Prominent Multi-National
Companies like Google, IBM, Yahoo, etc., are using Hadoop
for subsidiaries; their applications consist of a huge amount of
data.

2.2.2.Apache Spark

Apache Spark is also an open-source, distributed cluster
computing system used to speed up the analysis process. It is
a framework that provides much faster performance. Apache
spark is grouped into two categories; cluster manager is the
first, and distributed storage system is the second. Some
prominent features make it a perfect framework and increase
spark performance for Big Data applications.

2.2.3. Hive

Hive is an SQL-based data warehouse tool developed by
Facebook, which was later open-sourced to apache and used
SQL-like queries for accessing, updating, and managing giant
data sets in distributed storage environments.

Hive can be installed on top of Hadoop and facilitates
users to process structured data; more specifically, it is used to
run HQL queries similar to SQL on large amounts of data.
Hive is heavily used for online analytical processing(OLAP),
Hive is relatively scalable, fast, and flexible.

2.2.4. Data Lake

A data lake is a Big data tool developed by a software
vendor called Databricks Inc., an initiative by the developers
of the Spark processing engine, which was later opened and
sourced to the Spark-based technology by the Linux
Foundation in the year 2019. Delta Lake is "an open format
storage layer that delivers reliability, security, and
performance on your data lake for both streaming and batch
operations."

Delta Lake is a tool that resides on top of other tools and
creates a single inhabitant for unstructured, unstructured, and
semi-structured, which eliminates the data complexity of big
data applications. It supports ACID transactions and includes
Spark-compatible APIs. Storing data in apache parquet format

2.2.5. Kafka

Kafka is a streaming tool based on a distributed system
maintained by apache and is operated by approximately 80%
of Fortune companies and other multiple organisations for
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pipelining of high-performance data. Kafka is an extensive
data framework for streaming data processing, namely
reading, storing and analysing.

Kafka was developed by LinkedIn, which was later open-
sourced to apache in 2011.

2.3. Big Data Research issues

Distributed Mining: Many data mining techniques cannot
uncover hidden information from Big Data. So more research
is required to provide new methods for both theoretical and
practical analysis.

2.3.1. Statistical-Significance

Sometimes the randomness may lead to inaccurate and
compromised results, so achieving significant statistical
results may be primary vitals

2.3.2. Analytical Architecture

The significance of optimal architecture in the analytical
system is not clear in simultaneously dealing with real-time
and historical data. The Lambda architecture decomposes the
problem into three distinct layers of ordinary real-time data to
meet the challenge of an arbitrary function. The three
mentioned layers are the batch layer, the serving layer and the
speed layer.

2.3.3. Heterogeneity

Big Data typically deals with, and such Heterogeneity in
Big data is the major concern as the data is collected from
several sources, and the heterogeneity problem is currently
under the study

2.3.4. Security

Big Data security is a significant and critical concern as
this problem becomes a challenge for corporations while
migrating data into the cloud. It is difficult to describe the data
ownership, location, and accessibility privilege of the data.

3. Cloud Computing

Cloud Computing [22,23] may consider a shared resource
that provides the facility of online services such as
applications for desktop applications, virtual servers, storage,
etc. Cloud Computing provides the facility of virtual
resources. For example, we store photos online instead of on
our home computers or social networking sites. The term
Cloud Computing can be referred to as an on-demand
computing resource and system capable of providing several
integrated computer services without being bound to local
resources. If we try to use these services, it may take a long
time, but if we use that service online, then we are using Cloud
Computing services[14,15].

In other words, Cloud Computing delivers services over
the internet. If the network connection is available, then the
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model of Cloud Computing permits access to the shared
resource and information available anywhere.

3.1. Cloud computing Service Model

Cloud Computing is primarily classified based on the
Cloud Computing service model [16,17]. Cloud Computing
service models are described as mentioned below-

3.1.1. Software as a Service (SaaS)

The Software as a Service model is called an on-demand
provider. This gives the capability of consumers to operate a
variety of software that can be run without installing them on
their physical machine. It provides services over the net via
the application running on the cloud infrastructure.

3.1.2. Platform as a Service (PaaS)
The platform as a service model permits developers to
deploy their programs on the cloud.

3.1.3. Infrastructure as a Service (laaS)

Infrastructure as a Service is applied to developing and
maintaining the organisation's infrastructure. These are virtual
platforms connected to the networks.

4. Relation Between Big Data and Cloud
Computing

Cloud computing is something new practice within
technology development, as the development of generation
has led to the rapid development of the electronic knowledge
society.

It leads to a state of great realities, and the rapid growth
of big data is a problem that can face in developing a digital
knowledge society. Cloud computing and big data jump
together, as big data is about storage capacity within the cloud
environment, and cloud computing uses massive computing
and storage resources.

Big data stimulate and accelerate the improvement of
cloud computing by way of imparting significant information
software with computing functionality. In environmental
computing, distributed storage generation allows controlling
huge amounts of data. Cloud Computing and big data
interrelate with each other, and the rapid increase in big data
always creates a challenge.

Clouds provide ideal solutions for big data, just as
conventional storage cannot meet the needs for dealing with
big data. Therefore, the cloud computing environment is ideal
for large data. Massive data storage and processing require
enlargement because the cloud presents enlargement through
digital machines and helps big data to develop and grow to be
reachable. This is the compatible relationship between big
data and cloud computing.
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5. Big Data Reliabilities

Reliability in big data refers to the accuracy and
completeness of the data; as the volume, variety, and velocity
of data are very large, reliability becomes the major and
challenging vital. The reliability assessment reveals the data's
major problems and challenges. The three major reliability
assessments are:
e Validity
Validity refers to the correct format and the proper
storage of the data.

e Completeness
Completeness refers to the presence of attributes and

values of the data field.

e Uniqueness
Uniqueness in data refers to duplicate and dummy

entries in data fields.

Big Data reliability[25] is also one of the significant
concerns in data integrity as it is also one of the factors of data
security in the cloud computing environment. Unanticipated
errors and faults in extensive data analyses may lead to a
noticeable gap between expected predictions and recognised
patterns and the actual data insights. Figure 5 demonstrates the
interconnected dependency of multiple big data reliabilities in
the cloud computing environment.

5.1. Big Data Reliability

In a Cloud computing environment, big data reliability
can be classified into three categories, namely hardware
reliability, software reliability, and data reliability, as shown
in figure 5.

5.1.1. Hardware Reliability

A statement of the ability of the hardware to perform its
functions for some time. It is usually expressed as MTBF
(mean time between failures)

5.1.2. Software Reliability

Software reliability is the probability that software will
provide failure-free operation in a fixed environment for a
fixed interval of time.

Big Data Reliability
Classification

 J v k.

Hardware Reliability Software Reliability Data Reliability

Fig. 4 Big Data Reliability Classification
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5.1.3. Data Reliability

A collection of techniques ensuring data consistency in
distributed settings, such as mobile environments. In this
specific case, data inconsistency is due to fault or
unavailability of wireless protocols and devices

5.2. Component-Based Reliability

The reliability of big data for managing the quality and
development of software concerned can be accessed by
applying multiple hazard-rate m and reliability growth
models. The cloud computing paradigm in big data can be
considered effective in assessing the reliability of big data.

Let the random variable denoted by Xk (where k=1,
2,....) represents the time interval between two consecutive
software failure represented by (k —1) -th and k -th big data
accession, so the function Zk(x) for the hazard rate in the
phase of operation at any point of time X is given[19] by:

zk(x)=@{ N-(k-1)}
k=1,2,,N;N>0, ¢p>0)

(M

where quantities are defined as below:
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z (X) k is the rate of hazard for every database in the software
and cloud,

N is the number of latent faults,

¢ is the rate of hazard for every inherent fault.

Eq.(1) represents the rate of hazard for the database of
software in case of occurrence of fault given by k, the time
interval for every consecutive software fault in database k —1)
th and k -th at the phase of operation the distribution function
is written [16]as:

F k(x) =Pr{X <x} x=>0) (2)

As such, the probability of occurring any event X is given
by denoted by Pr{X}

5.3. System Reliability

In the Big data and cloud computing paradigm, the
reliability function[16] denoted by r(t) represented at the time
time-interval t, before which the component of the system
does not fails, i.e. until time interval t, the components of ai
given by xi in case of normal operation the probability
indicating the reliability function is written as:
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of data. Cloud computing services, i.e. SaaS, PaaS, and laaS,
provide the major indispensable vitals to support underlying
storage, processing, and analysis of big data. In this paper, the

r(t) = e_(&)B (3)

where a represents the parameter of scaling and fisthe  gjscussion begins with big data classification, characteristics

parameter representing the shape of big data, tools and technologies for big data, and research

o ) ) issues of big data. The service models which turned to on-
casel:f <1, in this case, the early failure period of a demand service, the concept of cloud computing and the
component is depicted by the reliability function relationship between cloud computing and big data are also
case 2: =1, the component's reliability is reliable or Qiscus_sed. Furthermore, .the_ _Big data reliapilities aspects,
valuable throughout life. including software reliability along with tools and

technologies, hardware reliability, and data reliability, are also

Case 3: f> 1, the component is reliable, and wear-out period highlighted in this paper. Finally, the reliability function and
performance is observed. hazard rate for component-based and system reliability is also

equated.

6. Conclusion

Big data is gaining considerable impact on business  Acknowledgment

decision-making by allowing policymakers to mine real-time The authors pay tribute and dedicate this research work to
business insights, the attributes of volume velocity and  Late Mr. Sunil Kumar Patel for his contribution and
velocity are major concerns in analysing the massive amount dedication. May his soul rest in peace.
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